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Abstract: Following reports of foreign government surveillance starting in June 2013, senior
officials and public figures in Europe have promoted proposals to achieve “technological
sovereignty”. This paper provides a comprehensive mapping and impact assessment of these
proposals, ranging from technical ones, such as new undersea cables, encryption, and localized
data storage, to non-technical ones, such as domestic industry support, international codes of
conduct, and data protection laws. The analysis focused on the technical proposals reveals that
most will not effectively protect against foreign surveillance. Ultimately, the security of data
depends primarily not on where it is stored and sent but how it is stored and transmitted. In
addition, some proposals could negatively affect the open and free Internet or lead to inefficient
allocation of resources. Finally, proposals tend to focus on the transatlantic dimension,
neglecting the broader challenge of foreign surveillance.
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1. INTRODUCTION

In the months following the 2013 reports revealing surveillance by foreign governments,
European government officials and public figures have promoted a variety of measures for
gaining “technological sovereignty.” The current German government’s coalition agreement,
for example, explicitly states that it will “take efforts to regain technological sovereignty.”!
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Technological sovereignty has been used as an umbrella term to suggest a spectrum of different
technical and non-technical proposals, ranging from the construction of new undersea cables to
stronger data protection rules. Many of them are not new but have developed greater political
traction over the past year.

The main contribution of this paper is a comprehensive, systematic mapping and impact
assessment of these technological sovereignty proposals.2 Non-technical proposals such as a
restructured Safe Harbor Agreement or a new European Union Data Protection Directive are
also part of the debate and pose pros and cons of their own. However, that is outside the scope
of this paper, which focuses on the technical measures and whether they will actually protect
against foreign surveillance and gauge their impact on the open and free Internet. It builds upon
existing literature,3 but differs by distinguishing between types of proposals, and by considering
whether they achieve their purported goal of protecting against foreign surveillance. This
paper goes beyond analyses focused solely on data localization requirements# by providing
a comprehensive overview of the proposals that have been advanced under the umbrella of
technological sovereignty.

Research on the implications of these technological sovereignty proposals remains nascent.
A growing body of literature examines the growth of “data localization” policies, meaning
the “laws and guidelines which limit the storage, movement, and/or processing of digital data
to specific geographies, jurisdictions, and companies.” Such proposals were the focus of
attention in early 2014, because they were part of Brazil’s debate over its Internet Bill of Rights,
“Marco Civil da Internet.” The term “technological sovereignty” remains vague. As it is used
by European policymakers, it resembles terms like “data sovereignty,” which has been defined
as “a spectrum of approaches adopted by different states to control data generated in or passing
through national [I]nternet.” It is a subset of “cyber sovereignty,” which is “the subjugation of
the cyber domain to local jurisdiction.”®

Our analysis builds on the scholarship and approach of Internet governance expert Laura
DeNardis, who writes, “arrangements of technical architecture are also arrangements of
power.”7 The Internet is a meta-network, composed of a constantly changing collection of
individual networks and devices that communicate with each other through the Internet Protocol
(IP). Through technical features, the physical and software architecture, or code, shapes human
behavior on the Internet and beyond. Because the Internet has become a fundamental part of
our modern way of life, changes to its technical architecture have major implications for many
structures of society. This architecture constitutes a powerful tool for actors to further their
interests. Code “sets the terms upon which [actors] enter, or exist, in cyberspace.”8 According
to Stanford law professor Barbara van Schewick, policymakers who traditionally used the
law can now use Internet technologies to bring about desired political or economic effects.”
Building upon this scholarship, we designed a framework for classifying the proposals based
on what part of the Internet they impact.

Our research identified proposals from over a dozen countries in Europe, ranging from technical
ones, like localized or nationalize routing schemes, to non-technical ones, like a European
wide data protection authority. The majority of proposals are from Germany. They come



from academia, the government, and the private sector and differ even within government as
different ministries brought forth different proposals. Upon further examination of the technical
proposals, our analysis shows that most will not effectively protect against foreign surveillance.
Ultimately, the security of data depends primarily not on where it is stored and sent but how it
is stored and transmitted. In addition, some proposals could negatively affect the open and free
Internet or lead to inefficient allocation of resources. Finally, proposals tend to focus on the
transatlantic dimension, neglecting the broader challenge of foreign surveillance and ideas like
the expansion of encryption tools that are more effective at securing data.

2. METHODOLOGY

We began this research by collecting proposals and statementsi by European political decision-
makers, as well as those of stakeholders from the private sector and academia, made after
June 5, 2013, the day on which the first wave of articles about government surveillance was
published.ii It is important to bear in mind that while these proposals were advanced in response
to the surveillance affair, they address different dimensions of a complex problem, namely the
protection of (1) government secrets; (2) individual citizens’ privacy; and (3) industry secrets.
An additional complexity is the fact that policymakers have been using the political attention to
suggest new industrial policies aimed at supporting the European Information Technology (IT)
sector through major public investments and IT sector-specific subsidies.

Upon completing the desk based collection phase of research, we proceeded in three steps to
determine how each proposal affects the governing structures of the Internet, different types of
data, and the Internet’s underlying architecture.

Step 1: Dividing proposals into Two General

Categories — Technical and Non-Technical

A first review of the proposals revealed that they could be clustered into two general groups:
technical and non-technical proposals. We then grouped technical proposals based on the type
of technological change proposed: new undersea cables, national e-mail, localized routing,
encryption, and localized data storage. These proposals directly affect the technical architecture
of the Internet. Non-technical proposals are those that affect the Internet in other ways —
for example, calls for new laws or for more transparency, which could affect the technical
architecture but indirectly so.

Technical proposals are based on the type of technological change proposed: new undersea
cables, national e-mail, localized routing and storage, and encryption. New undersea cables,
for example, refer to suggestions to directly connect Latin America and Europe, avoiding data
transfer through the United States. Likewise, national e-mail was suggested in Germany as
a means of avoiding contact with American servers whenever possible. Localized routing
goes a step further than national e-mail, in the sense that it would encompass all data, not just
e-mail data, and route it solely through local servers. However, localized does not necessarily
mean that the data is concentrated in one country. For example, localized could encompass the

i These proposals and their sources are detailed in Figure 2.

ii For greater detail on this topic, see: Maurer, Tim, Robert Morgus, Isabel Skierka, and Mirko Hohmann.
2014. “Technological Sovereignty: Missing the Point?” Transatlantic Dialogues in Freedom and Security.
<http://www.digitaldebates.org/tech_sovereignty/>.
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entirety of the European Union. Finally, there have been calls for improving encryption, making
existing encryption more accessible to the general public, and extending it to mobile devices.

Non-technical proposals are sorted based on the changed mechanism: institution, law,
norm, transparency, and business. The idea to establish a single EU Data Protection Agency
exemplifies how actors consider institutions as a means of addressing a given challenge. A
wide variety of laws have been proposed, and some implemented, ranging from changes to
the US-EU Safe Harbor agreement!0 to domestic data protection laws. There are also several
proposals aimed at increasing trust — not through regulation, but through the establishment
of common norms, like a “no-spying” agreement between the US and European partners.!!
Another non-technological category is composed of proposals aimed at increasing transparency
of how governments and businesses handle the data of citizens and customers. Proposals to
advance the national production of hardware and software mainly originate in Germany, such as
the “IT Security Made in Germany” brand or the production of an IT-Airbus in cooperation with
France. Ideas like these fall into the business cluster, though there are technical components to
the proposals. Generally, these non-technical proposals impact non-technical factors that shape
the Internet, like laws, norms, markets, and institutions.

For the purposes of this paper, we focus on the proposals that have the highest likelihood of
impacting the technical functionality of the Internet, which we call technical proposals.

Step 2: Determining Proposals’ Political Traction

Some proposals have gained more political traction than others over the past year and a half.
For our purposes, high political traction means that proposals have been widely discussed and
have been implemented, or plans for implementation have been set. Other proposals have been
discussed, but their implementation remains uncertain. These are classified as having medium
political traction. Some proposals have been barely discussed or were discussed and discarded,
and these are classified as having low political traction.ii

Step 3: Integrating Different Types of Data: Data in Motion,

Data at Rest, and Metadata

To elevate the level of technical acumen informing this debate, it is important to note that
several types of data exist: data in motion, data at rest, and metadata. Governance proposals
depend on what type of data is to be governed.

The data we access on the Internet is stored on servers. When this data is inactive — meaning,
it is not being changed or in motion — it is classified as data at rest. Data at rest can be the text,
music, or video files we store in the cloud, or the data that is the content of a webpage stored
on a company server.

Data in motion is data that traverses the physical infrastructure of the Internet. Because the
Internet is a global network of computing devices, from laptops and PCs to smart phones,
data must flow from the host device or server to the device trying to access it. The easiest
way to explain this phenomenon is to picture an e-mail sent from one user to another. The
sender generates the data that then travels over the cables and wires that make up the physical

iii  We explain the degree of political traction of the technical proposals in the Impact Analysis, section 3.



infrastructure of the Internet, until it reaches the intended recipient. The same process happens
when a user tries, for example, to access content through a webpage or download videos from
a server. The route taken by the data depends on a number of factors, ranging from physical
constraints like bandwidth to contractual considerations like peering agreements. Nonetheless,
data is generally routed through what technologists refer to as the “cheapest” route. This ensures
that the data reaches its recipient quickly and keeps Internet speeds high for everyone.

Metadata, simply put, is the data about data. Two types exist. Structural metadata “indicates
how compound objects are put together.”12 This type of metadata is mostly used to present
complex items. Structural metadata takes two separate streams of data, identifies them, and
then ensures that they are properly synchronized for presentation. In other words, structural
metadata ensures that the visual stream of the latest movie you are watching is synchronized
with the audio stream. The second type of metadata is descriptive metadata, which “describes a
resource for purposes such as discovery and identification.”!3 This is the conceptualization of
metadata. Descriptive metadata allows users to query databases and to identify data based on
relevant criteria. It should be noted that even encryption does not necessarily protect metadata
from surveillance. Figure 2 visualizes how the proposals are clustered.

Step 4: Zooming in on Data in Motion: the Hourglass Model

Several models exist to illustrate the intricacies of the technical architecture that underlies the
Internet. Internet expert and Harvard law professor Jonathan Zittrain built upon those and the
work of many other scholars by combining the technical and social components of the Internet
with his interpretation of the Hourglass Model, which highlights the centrality of the IP for the
Internet’s coherence and interoperability.

At the bottom is the physical layer, or “the actual wires or airwaves over which data will
flow.”14 Undersea and fiber-optic cables are physical examples of the physical layer, as are the
servers that receive them and the satellites that transmit a limited amount of Internet traffic.
Next is the protocol layer, which “establishes consistent ways for data to flow so that the sender,
the receiver, and anyone necessary in the middle can know the basics of whom the data is
from and where the data is going.”!5 This layer includes the limited IP, as well as the HTTP
and the Simple Transportation Management Protocols (STMP). The IP layer is the narrowest
layer in the hourglass model, signifying that it is, for the time being, the least elastic feature
of the Internet, but also the layer on which the rest rely for communication. While we can
build new cables and add more end-user devices, we are constrained by a finite number of
[P addresses. Moving up the Hourglass, we find the application layer, “representing the tasks
people might want to perform on the network.”!6 E-mail clients and websites, for example,
make up this layer. Resting atop the Hourglass are Zittrain’s final two layers: the content layer,
which is the actual information exchanged through the other layers, and the social layer, “where
new behaviors and interactions among people are enabled by the technologies underneath.”17
These layers and the implications they carry apply directly to the proposals that we classify as
technical proposals.

The architecture constraint in real space is the constraint of code in cyberspace. As the Internet
has become a fundamental part of our modern way of life, changes to its technical architecture
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have major implications for many structures of society. That’s why the technical proposals are

a specific focus of this paper.

FIGURE 1: THE HOURGLASS MODEL
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FIGURE 2: TECHNICAL PROPOSALS
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3. IMPACT ANALYSIS

This impact analysis examines whether the proposals actually achieve their purported goals
of making data more secure in response to the surveillance debate, and then assesses the
proposals’ broader implications for the Internet, using the 2011 OECD Principles for Internet
Policy-Making.37

The OECD principles provide concise guidance for policymakers crafting Internet policy,
and they were designed to “help preserve the fundamental openness of the Internet while
concomitantly meeting certain public policy objectives.”38 Given that the OECD member
countries, as well as multiple other stakeholders, agreed upon these principles, they offer a
useful anchor for transatlantic cooperation. We identified eight out of the 14 principles that are
relevant to technological sovereignty and grouped them into four categories that constitute the
foundation for our analysis of the proposals:xii

Human Rights:
OECD #1:  Promote and protect the global free flow of information.
OECD #9:  Strengthen consistency and effectiveness in privacy protection at a
global level.

Vi Switzerland.

Vil Switzerland.

viii - Switzerland.

X Poland.

X Technische Universitdt Darmstadt, Germany.

Xi  University of Surrey, United Kingdom.

Xil  For a full list and explanation of the principles, see Annex 3 of Maurer, Tim, Robert Morgus, Isabel
Skierka, and Mirko Hohmann. 2014. “Technological Sovereignty: Missing the Point?” Transatlantic
Dialogues in Freedom and Security. <http://www.digitaldebates.org/tech_sovereignty/>.
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Governance — Open Internet:
OECD #2:  Promote the open, distributed, and interconnected nature of the Internet.
OECD #8:  Ensure transparency, fair process, and accountability.

Economic:
OECD #4:  Promote and enable the cross-border delivery of services.
OECD #11: Promote creativity and innovation.

Security:
OECD #13: Encourage cooperation to promote Internet security.
OECD #14: Give appropriate priority to enforcement efforts.

New Undersea Cables

Public sector officials have suggested laying new undersea cables in order to circumvent foreign
surveillance. Laying new undersea cables alters the physical layer of the Internet’s architecture
over which data will flow and does not harm the free flow of information per se. However, new
undersea cables are not an effective strategy to protect against foreign surveillance because
foreign law enforcement and intelligence agencies are adept at tapping undersea cables.39 Thus,
proposals for new undersea cables as a means to avoid foreign surveillance creates a false
sense of security for users. While new and more undersea cables can positively contribute to an
interconnected and distributed Internet, they do not make data more secure.

Localized Routing

Parts of both the public and private sectors have suggested the implementation of localized
routing. These schemes require the alteration of transmission protocols that dictate how data
flows over the physical architecture of the Internet. However, despite physically altering
the location of data flows, localized routing does not effectively protect data from foreign
surveillance. For this reason, legally mandated localized routing schemes have lost nearly all
their political traction in Europe. It would also make law enforcement easier, as data would be
subject to national data protection laws, which usually contain law enforcement exemptions.40
Therefore, the localization of routing is unlikely to actually secure communications and risks
providing a false sense of security to Internet users.

Mandatory localized routing requirements could also have dire consequences for the Internet
as a whole. It would require changes to the routing protocols and IP address allocation system,
contra to one of the Internet’s fundamental principles that data flows via the cheapest or most
efficient route. Whether or not a localized routing scheme negatively affects the free flow of
information depends on the rule of law in the location in question. This enhances domestic
private and state actors’ control over information and data flows, and several authoritarian
regimes have sought to implement localized routing to increase their own control over data
flowing across the Internet infrastructure geographically located within their country.4! It should
be noted that there has also been a debate about “Network Security Agreements” between the
U.S. government and foreign telecommunications providers, such as Deutsche Telekom, to
localize routing of national data traffic.42



National E-Mail

National e-mail schemes, like E-Mail Made in Germany, were proposed and implemented by
both Deutsche Telekom and United Internet, who are serving more than two thirds of e-mail
users in Germany.43 However, because the proposed service does not use a higher than normal
security standard to this date it will not protect against surveillance any better than existing
services of which many have used the Simple Mail Transfer Protocol Secure (SMTPS) with
Transport Layer Security (TLS) for years already.44 Moreover, the E-Mail Made in Germany
initiative has been criticized for using a proprietary standard for secure data transmission (the
“Inter Mail Provider Trust”) instead of the openly available standard DANE (DNS-Based
Authentication of Named Entities), which other smaller competitors have been using and is
more easily auditable.4> Finally, if data is stored unencrypted on the e-mail provider’s servers,
it can still be intercepted regardless of the encryption used for the data in transit.

National e-mail could in fact make law enforcement easier, since data is stored within national
borders and subject to national data protection laws, which usually contain enforcement
exceptions.46 The proposed service highlights the risk of promoting proposals that give users
a false sense of security by claiming enhanced security features without actually significantly
enhancing security.

Localization of Stored Data

Both public and private sector officials have proposed mandating localized data storage.
Proposals to territorially localize data storage seek to store all data generated by Europeans on
servers located in Europe. This action will not effectively protect data from surveillance and
actually concentrates the data in a number of defined physical locations, potentially narrowing
the search for intelligence and law enforcement agencies seeking specific data.

Adding to that, legal barriers for foreign intelligence agencies are often less strict when
collecting data internationally. Although data stored in Europe is subject to EU data protection
laws, this does not mean that the parties that own the data are exclusively subject to those same
laws. Therefore, the security of data from foreign intelligence agencies depends not on where
it is stored, but on comprehensive security practices, modern technology, and qualified security
personnel.47 Similar to other localization proposals, it risks providing a false sense of security
to users.

Localized data storage would also harm the open and distributed nature of Internet, by forcing
the “nodes” to be located in specific geographic areas, where their operations might be
suboptimal from a global perspective.

Requiring localized data storage would impede cross-border delivery of services and raise
costs and barriers to entry, particularly for smaller companies, which in turn risks hampering
innovation.48

For these reasons, no steps have been taken to date to legally mandate localized data storage.
Instead, policymakers have turned to the promotion of voluntary data security standards. For
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example, the European Commission issued the Common Service Level Agreements for Cloud
Computing® and the European Cloud Partnership, which suggest common, non-binding
security and encryption standards for European cloud providers storing data on European soil.50

Expansion of Encryption Tools

Suggestions to expand encryption tools have come from the public sector and academia.
While encryption may not protect individuals against sophisticated, targeted surveillance by
intelligence agencies, the widespread use of encryption would significantly raise the cost of
surveillance generally. The more individuals encrypt their communications, the more difficult
and costly it will to decrypt those communications. Encryption can be applied to all layers
of the Internet — to the physical layer (cable or radio communications), the protocol layer
(i.e, Hypertext Transfer Protocol [HTTP] or Transmission Control Protocol [TCP]), and the
application layer (e-mail, www, mobile). Thus, encryption can protect both data in motion
through end-to-end encryption of communications, as well as data at rest through encryption of
devices or servers at the end nodes.

Calls for stronger encryption have received growing political traction around the world. Several
experts have called for the development of more easily accessible encryption tools,5! and the
European Parliament has called on the European Commission to “strengthen the protection of
confidentiality of communication ... by way of requiring state-of-the-art end-to-end encryption
of communications.”>2 Major technology companies like Apple and Google have also begun
offering encryption by default,53 and the Internet Engineering Task Force (IETF) has resumed
work on building encryption by default into HTTP 2.0 after the initial surveillance reports, a
project it had previously decided against in March 2012.54

The different forms of encryption tools proposed in Europe attempt to deliver better privacy
through end-to-end encryption of mobile voice communication. The use of crypto phones can
be an effective tool for protecting government and business secrets and individuals’ private data.
Various proposals also advocate for better end-to-end encryption of e-mail, instant messaging,
cloud storage, and radio. Existing tools are often difficult and cumbersome to use, so engineers
at the IETF and major US software companies are working on making encryption more easily
accessible to the wider public.55 It is possible for data encrypted from end-to-end to be accessed
by intelligence or law enforcement agencies, but only through measures targeted at specific
users and with much greater difficulty. While encryption enhances the protection of both data
in motion and at rest, it does not necessarily protect metadata.

Different forms of encryption can be applied to various layers of the Internet while preserving its
decentralized structure and strengthening the capacity of actors within the existing frameworks.
Therefore, the use of encryption tools has no negative impact on the free flow of information.
As long as encryption is promoted globally and encryption tools can be imported and exported
without national restrictions, proposals to enhance encryption efforts can promote innovative,
easier-to-use technologies. The use of encryption technologies strengthens overall Internet
security, as well as individual and collective efforts for self-protection. However, encryption
proposals are not without drawbacks.



First, encryption tools are generally regarded as difficult and cumbersome to use and
adoption of strong encryption, though available, has been slow.5¢ Second, law enforcement
and counterterrorism agencies point to a tension between data privacy and national security
and law enforcement.57 Law enforcement in the United States, in particular, has argued that
the expansion of encryption lends itself to the “going dark” problem and severely hinders
law enforcement investigations.5® Some have consequently advocated for a “golden key” to
encrypted devices and communications, which should be provided to or stored with a third
party, such as a trusted authority under the state’s jurisdiction. However, such backdoors and
keys stored elsewhere constitute a risk for Internet security, since they could be exploited by
criminals.>® This topic and how to approach physical and virtual security has been the subject
of an emerging and important debate in the United States and the United Kingdom.60

4. CONCLUSION

Calls for technological sovereignty have not been limited to Europe. In Brazil, data
localization proposals were hotly debated. In China, government offices are prohibited
from using the Windows 8 operating system, and Cisco and IBM are under scrutiny.6! The
Australian government has banned China’s Huawei from participating in building its National
Broadband Network. And the United States has not been immune from this trend, as portrayed
by Congress’s creation of a cyber espionage review process in 2013 to limit government
procurement of Chinese IT equipment.62 Moreover, under “Network Security Agreements,”
the U.S. government legally obliges foreign communication infrastructure providers such as
Deutsche Telekom to route their traffic exclusively within U.S. borders.63

This in-depth analysis of the European technological sovereignty proposals reveals several
trends. First, it is unlikely that most technical proposals proposed to date will effectively protect
data against surveillance from foreign government intelligence agencies. Only a limited number
of proposals might achieve that — namely encryption — and they have not been at the center of
attention in the European debate. Second, some proposals could in fact have a negative effect
on the open and free Internet, or at least lead to an inefficient allocation of limited resources.
Moreover, the specific impact often depends on how the proposals are implemented and remains
uncertain without further research. Third, the proposals tend to be narrowly focused on the
transatlantic dimension and generally neglect the larger challenge and the new technological
reality. Finally, especially in the case of the expansion of encryption tools, tensions between
privacy advocates, private companies, and law enforcement and national security officials
emerge.

The impact of proposals often depends on the details of their implementation, which remain
unknown to date. On the surface, a proposal might appear to have a positive impact but a
closer look casts doubt on their effectiveness. For example, increasing funding for small
businesses and establishing an “IT Security Made in Germany” brand will only increase data
security if those companies produce, and are capable of producing, products and services with
higher security standards than those of foreign companies. So far, the implementation of these
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proposals does not suggest that they offer significantly more secure services, which in some
cases instead provides a false sense of security.

At first blush, restricting data from flowing through the physical infrastructure of other
countries might seem like an effective measure for protecting against government surveillance.
However, this is a false hope. Moreover, the laws in some countries lower the legal barrier
for intelligence agencies to collect and analyze data if the data is collected outside of the
intelligence agency’s home country.64 This reality means that measures forcing data to remain
within a country’s borders might lower the legal threshold for foreign intelligence agencies to
conduct surveillance in the first place. Proposals focused on simply physically avoiding certain
countries misunderstand current technological and legal realities and risk wasting important
resources that could be used to effectively make data more secure.

Data privacy and security depend primarily not on where data is physically stored or sent, but
on how it is stored and transmitted. A critical fact often ignored in the debate thus far is that the
governments exposed by media reports since June 5, 2013 are unlikely to be the only countries
with such technical surveillance capabilities. The issue is global, not Transatlantic, in nature
and the challenge is the result of a new technological reality. It therefore requires a broader
debate and approach. The proposals most likely to protect against any foreign surveillance
focus on encryption tools. These deserve greater attention and scrutiny if the goal is to secure
data more effectively.
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