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dealing with cyber 
Security threats: 
International cooperation, 
Itu, and wcIt

Abstract: The cyber security situation is not as bad as most people think it is – it is worse 
than most people imagine it could be. Indeed the lack of security of the Internet and of the 
devices connected to it results in serious vulnerabilities. These vulnerabilities create risks for 
infrastructures that increasingly rely on the Internet, including not just communications, but also 
power generation and distribution, air transport, and, in the near future, road transport. It is easy 
and relatively inexpensive to access cyberspace and to obtain the means of conducting offensive 
cyber attacks. Thus it is tempting to develop offensive cyber capabilities and indeed some states 
are doing so – as published in their national cyber security strategies, and several states have 
allegedly carried out cyber attacks. At the same time, a state is bound to protect its citizens, 
including against cyber attacks and cyber warfare. This will become increasingly difficult, 
if not impossible, if current trends continue unchecked. This article argues that international 
agreements on improving cyber security, and limiting cyber attacks would appear to be 
necessary and appropriate measures. Yet key developed countries resist taking legally binding 
measures of that nature, see in particular the discussions and outcome of the 2012 International 
Telecommunication Union (ITU) World Conference on International Telecommunications 
(WCIT). On the contrary, some of these countries practice mass surveillance, which some 
consider to be a threat to citizens and to the security of states, and which some authors have 
even considered, figuratively, to be a form of cyber war, even if it is inappropriately justified as a 
means of combating terrorism. And they resist calls to end mass surveillance. This paper argues 
that the positions taken by key developed countries could have grave negative consequences in 
the future, in particular for those very countries. The time has come to take steps to prevent this, 
which include more discussions and engagement in various forums, including ITU.
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1. IntroductIon

Cyber security can be defined as the collection of tools and procedures that ensure availability, 
integrity, authenticity and confidentiality of information and communications.1 Both computer 
systems and networks can be attacked to prevent their use (denial of service), to compromise 
and alter the data they store or transport, to compromise (“spoof”) the identification of the 
originator, and to read data without authorization (eavesdropping). In this paper, we will refer 
to all such attacks as cyber attacks.

The structural and technological changes arising from telecommunications privatization, 
liberalization, and the growth of mobile and Internet Protocol based networks (the Internet) 
have resulted in a degradation of network security (and consequent facilitation of cyber attacks), 
increasing cyber crime, proliferation of viruses, worms and other malware, and proliferation of 
spam (Talbot, 2006; WGIG, 2005, para. 17-18; Deibert, 2013; Brunton, 2013; Hill, 2014). And 
the situation will get worse, not better (Jeffers, 2013). In particular, as discussed in some detail 
below, confidentiality is not ensured, due to mass surveillance.

It is worth outlining the key reasons for this situation. The Internet was initially deployed to 
connect a handful of large, expensive computers operated by a small group of trusted entities. 
Security was not a major design goal: security was achieved by securing the end-devices 
connected to the network. The situation changed dramatically with the emergence of personal 
computers, whose security is mostly very weak (despite attempts by manufacturers to improve 
the situation) and with the connection of those insecure devices to the Internet (Hill, 2014, pp. 
24 and 32). As Robert Khan, co-creator of Transmission Control Protocol/Internet Protocol 
(TCP/IP), puts the matter (Khan, 2011): “At present, the Internet environment is tilted in favor 
of those with adverse motives, while the rest of the community must be on constant vigil to 
defend against harmful interference.” 

It is well known that the cost of entry into cyber space is relatively low (Schreier, 2015, p. 
12) and that cyber capabilities are relatively inexpensive: with a computer and Internet access 
anyone can engage in cyber attacks, and many states can even envisage cyber warfare (Lewis, 
2010, p. 2; Schreier, 2015, pp. 26 and 27). It is important to note here that there are differing 
definitions of the term “cyber warfare”, resulting in different understandings of consequences 
and preventive measures. Strictly speaking, it refers to massive state-organized assaults, akin 
to conventional warfare, but it is also used more generally. Indeed, the term “war” is often used 
figuratively, as in economic war (Freeman, 2015), the war on drugs, and the war on terrorism.  
The Inter-Parliamentary Union has recently adopted a resolution that states (Inter-Parlimentary 
Union, 2015): “Considering that cyber warfare may encompass, but is not necessarily limited 
to, operations against a computer or a computer system through a data stream as a means and 
method of warfare that is intended to gather intelligence for the purpose of economic, political 
or social destabilization or that can reasonably be expected to cause death, injury, destruction 
or damage during, but not exclusively in, armed conflicts”. A recent academic work uses “cyber 
war” figuratively to refer to utilization of digital networks for geopolitical purposes, including 
covert attacks against another state’s electronic systems, but also the variety of ways the Internet 
is used to further a state’s economic and military agendas (Powers and Jablonsky, 2015). But 

1  This is a simplified version of the definition found in Recommendation ITU-T X.1205 and it is consistent 
with other older definitions of security, such as that found in Recommendation ITU-T E.408.
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this figurative use of the term “cyber war” predates academic writings, see for example an 
article by a former director of the US National Security Agency (McConnell, 2010). We note 
that the figurative use of the term is consistent with what is found on the web sites of some 
private companies active in the area (Rand, 2015). But it has also been said that the figurative 
use of the term is inappropriate, see Singel (2010), who quotes the US “cyber security czar”. 

Various states have been accused of practicing cyber espionage or even of conducting cyber 
attacks. Not surprisingly, the USA accuses China (Sanger, 2013) and Russia (AP, 2011) of 
actively engaging in cyber attacks or at least in commercial cyber espionage. However, it is 
generally accepted that the USA and Israel conducted an apparently successful secret cyber 
attack on Iranian nuclear facilities, through the Stuxnet virus (Sanger, 2012), and that the US 
has invested significantly in cyber espionage (Gellman and Miller, 2013; Poulsen, 2015) and 
in offensive and defensive cyber capabilities (Harris, 2015). Separately, Chinese government 
researchers have published in the open literature accounts of some of their work (Stone, 2013). 

It is generally agreed that conventional laws apply online as well as offline2, so certain types 
of cyber attacks are surely illegal. However, this paper argues that additional agreements are 
needed regarding cyber operations: if there is no common agreement regarding the appropriate 
level of cyber operations by states, then cyber attacks may become more common and could 
escalate out of control. In particular, mass surveillance programs may become more widespread 
and more intensive. The paper argues that there should be some agreement on how to respond 
appropriately to cyber attacks, and how to distinguish the responses to cyber attacks originating 
from states, from commercial organizations, or from criminal organizations.

Concern regarding the lack of security of the Internet is widespread (Talbot, 2006). Vint Cerf, 
Khan’s TCP/IP co-creator, agrees that a change is needed (Cerf, 2011): “We can’t let it sit the 
way it is now, it is simply not adequate. We’re depending too heavily on the Internet, for too 
many different things to allow it not to be evolved to a more secure state.” As Schreier (2015, 
p. 14) puts the matter: “modern society’s overwhelming reliance on cyberspace is providing 
any attacker a target-rich environment, resulting in great strain on the defender to successfully 
defend the domain”. That is, the situation regarding cyber threats is not as bad as most people 
think it is: it is worse than most people could imagine it could be.

Unless limits are internationally agreed, state-led cyber attacks threaten the trust required 
among stakeholders for effective internationally agreed cyber security goals, such as security of 
electronic commercial transactions and privacy of personal communications. The establishment 
of trust through agreed limits in state-led cyber attacks and agreed ways to respond to cyber 
attacks (whether originated from states, commercial organizations, or criminal organizations) 
could be achieved through increased international cooperation. Increased international 
cooperation could also facilitate the development and implementation of appropriate technical 
measures to improve cyber security, which might include greater use of encryption (Internet 
Architecture Board, 2014), and stronger encryption.

Indeed, the 2013 Seoul Conference on Cyberspace stressed the benefits of such international 
cooperation (Seoul Conference, 2013). Richard Haass, President of the Council on Foreign 

2  For example, UN General Assembly Resolution A/RES/68/167 “Affirms that the same rights that people 
have offline must also be protected online, including the right to privacy”. And there is a long line of court 
decisions applying conventional law to the Internet (Hill, 2014, p.18).
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Relations, suggests (Haass, 2010): “Cyber is exactly at the point today where nuclear was 
maybe 50 years ago, where people are beginning to think, what sort of rules do we set up? 
What sort of arrangements do we put into place?” The East West Institute’s 2012 Cybersecurity 
Summit called for greater collaboration on cyber security between both the private and public 
sectors and international actors, noting (East West Institute, 2012): “securing cyberspace is a 
global challenge – one that cannot be solved by a single company or country on its own.” And 
no doubt it cannot be solved by a single instrument, or type of instrument, either: a combination 
of voluntary codes of conduct, soft law, and law at both the national and international levels 
will likely be required.

Similar concerns and calls for cooperation are found in international agreements such as 
Resolution 130 of the ITU, which recites various threats and trends and notes “the need to 
further enhance international cooperation and develop appropriate existing national, regional 
and international mechanisms (for example, agreements, best practices, memorandums 
of understanding, etc)”. Calls for cooperation and action are also found in ITU World 
Telecommunication Standardization Assembly (WTSA) Resolutions 40 and 52.

In this light, it is not surprising that the matter of improving cooperation regarding cyber 
security was discussed at the ITU’s 2012 WCIT. WCIT-12 was convened in December 2012 
at the request of the ITU members in order to revise the International Telecommunication 
Regulations (ITRs), a treaty which had been agreed in 1988 and which opened the way for the 
privatization and liberalization that has since characterized the telecommunications sector (Hill, 
2013; Hill, 2013b).

The purpose of the ITRs is to establish general principles which relate to the provision 
and operation of international telecommunication services offered to the public as well 
as to the underlying international telecommunication transport means used to provide such 
services. The ITRs provide the groundwork from which the ITU promotes the development 
of telecommunication services and their most efficient operation while harmonizing the 
development of facilities for worldwide telecommunications. 

The issue of Internet security had already surfaced in 1988 at the ITU’s World Administrative 
Telegraph and Telephone Conference (WATTC), which was the predecessor of WCIT and which 
approved the 1998 version of the ITRs. When the WATTC was convened on 28 November, the 
Morris Internet worm (Eisneberg et al., 1989) was still a topic of concern. Although the worm 
itself was not explicitly mentioned in the ITRs, the “avoidance of technical harm” provision 
of Article 9 is generally considered to have been inspired by a desire to take steps that would 
prevent a reoccurrence of problems of this type (Hill, 2013b, p. 8). This is possibly the first treaty 
provision dealing with the security of telecommunication networks, a form of cyber security3. A 
similar provision was subsequently added to what is now Article 42 of the ITU Convention4. In 

3  Actually the original predecessor of the ITRs, the 1865 treaty that created the ITU, included a provision 
regarding the use of encryption, and such provisions are also found in later versions. But those provisions 
were as much about costs (they prevented the use of private short-codes which reduced the number of 
words in a telegram) as about national security, so they cannot be considered to be security provisions in 
the modern sense of the term. See Headrick (1991).

4  A detailed discussion of the evolution over time of provisions related to security in the various instruments 
of the ITU (including the “technical harm” provision of Article 9 of the ITRs) is given in Rutkowski 
(2011).
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the author’s opinion, those provisions have not had any significant practical effect, but this does 
not necessarily mean that new provisions agreed today would not be effective.

2. dIScuSSIonS At wcIt

A. Preparations for WCIT
Some of the proposals submitted to WCIT were motivated by an underlying goal to increase 
sovereign control over some portions of the Internet (indeed a late submission from the Russian 
Federation explicitly called for that – this proposal was never placed on the agenda so it was 
not discussed at the conference (Hill, 2013b, pp. 60-62)). Such proposals must be seen in light 
of a perceived erosion of national control and a perceived domination of the Internet by the 
United States and its dominant private companies (Hill, 2013c). Be that as it may, some of 
the proposals could have facilitated state control over some aspects of the Internet, including 
censorship. This understandably raised concerns in many quarters and resulted in unbalanced 
press coverage which stressed those proposals while ignoring the many other proposals which 
addressed commercial matters, such as reduction of mobile roaming prices, transparency 
of pricing in general, etc. (Hill, 2013b, pp. 35-48 and 65-66; and 59 and 63, respectively). 
Several of the pro-consumer provisions were supported by developing countries but opposed 
by developed countries (Hill, 2013b, pp. 59-63).

The issues of security and spam had long been discussed in various ITU meetings5. Thus it 
was not surprising that various proposals were presented to WCIT regarding security and 
spam. All called for increased international cooperation, but differed in other respects. Some 
of the proposals were characterized as more-or-less disguised attempts to impose or to favor 
censorship (see below), but the true intent of the more elaborate proposals was to likely limit 
state-sponsored cyber attacks (Mueller, 2012; Hill, 2013b, pp. 41-42)6. The USA made it clear 
that it was opposed to any text on security or spam in the ITRs7, refusing even to consider a 
proposal that was essentially copy-pasted from one of USA President Obama’s Presidential 
Declarations8. While some European and other countries were initially willing to consider some 
text related to security and spam (Hill, 2013b, pp. 29 and 33), the USA was successful in 
influencing their positions with the result that there were strong differences of views going into 
the conference (Hill, 2013b, p. 54). The main reason given by the USA for opposing cooperation 
to improve security and combat spam was a concern that a treaty provision to that effect could 
be used by authoritarian countries to justify censorship or other restrictions on freedom of 
speech or human rights (Majority Committee Staff, 2012; Rizo, 2012; US Congress, 2012).

5  For example, Resolution 130 “Strengthening the role of ITU in building confidence and security in the use 
of information and communication technologies” has been revised at every Plenipotentiary Conference 
since it was adopted in 2002; cyber security and spam have been topics of study in ITU-T Study Group 17 
since, respectively, 2001 and 2009. 

6  Hill (2013b, p. 42) concludes, on the basis of a legal analysis of the proposals and the ITU Constitution, 
that a Russian proposal could be construed as an attempt to authorize blocking of state-originated cyber 
attacks, and to bind all states to cooperate to prevent transmission of such cyber attacks.

7  See WCIT document 9 “United States of America Proposals for the Work of the Conference”, August 3, 
2012, which notes that cyber security should be treated by member states primarily as a sovereign issue, 
and opposes “any effort to interfere with those rights.”

8  See ITU documents CWG-WCIT12/C-60 for the proposal, and CWG-WCIT12/TD-62 for the US 
opposition, expressed as “cybersecurity should not be included in the ITRs in any way, shape or form.” 
The proposal is CWG/4/225 in the publicly-available “Draft of the future ITRs” <http://www.itu.int/en/
wcit-12/Documents/draft-future-itrs-public.pdf>
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However, a legal analysis of the ITRs does not support the allegation that it could threaten 
freedom of speech (Hill 2013; Hill 2013b)9, see below. And the USA’s arguments appear 
incongruous in light of its pervasive domestic and foreign surveillance – as Brazilian President 
Dilma Rousseff has pointed out: “In the absence of the right to privacy, there can be no true 
freedom of expression and opinion, and therefore no effective democracy” (Borger, 2013)10 –, 
and that at least some of the foreign surveillance appears to be done without meaningful judicial 
oversight (Hill, 2013c; National Security Agency, 2013; Bowden, 2013). Be that as it may, the 
discussions at WCIT were difficult.

B. Outcome of WCIT
Strong objections were raised by the USA regarding certain proposed provisions of the new 
treaty (Hill, 2013; Hill, 2013b). These objections were supported to some extent by other 
countries and resulted in the preparation of a compromise text (Hill, 2013b, pp. 55-65). The 
compromise text was acceptable for most countries – albeit not for the USA – (Hill, p. 54) 
but, at the last minute, a vote was called to introduce a controversial provision in the preamble 
of the treaty. That provision was not related to security or spam, it was related to unilateral 
actions by some countries to block access by other countries to certain web sites (Hill, 2013b, 
p. 65). The inclusion of that controversial provision in the preamble resulted in most developed 
countries refusing the sign the treaty, on the grounds that they needed more time to consider the 
implications of the provision in question. In what follows, we will focus only on the provisions 
regarding security and spam since these appeared to be acceptable to a majority of states; a full 
account of the discussions and issues regarding the other provisions is found in Hill (2013b).

The treaty provisions approved at WCIT include two new articles on security and spam. These 
articles state:

“6: Member States shall individually and collectively endeavour to ensure the security and 
robustness of international telecommunication networks in order to achieve effective use 
thereof and avoidance of technical harm thereto, as well as the harmonious development 
of international telecommunication services offered to the public.”

And
“7: Member States should endeavour to take necessary measures to prevent the propagation 
of unsolicited bulk electronic communications and minimize its impact on international 
telecommunication services. Member States are encouraged to cooperate in that sense.”

These articles have been heavily criticized in the USA, in particular in relation to freedom of 
speech (Hill, 2013; Hill, 2013b, p. 70, footnote 5). However that criticism is not valid from a 
legal point of view, in particular because the Preamble and Article 1 of the treaty make it clear 
that these provisions cannot be invoked to justify restrictions on freedom of speech (Hill, 2013; 
Hill 2013b, pp.86-89). In the author’s view, the real motivation for the USA resistance to article 
6 appears to be a desire to avoid international agreements on improving cyber security, as such 
agreements might restrict the USA’s ability to carry out cyber attacks and mass surveillance (Hill, 
2013b). For example, apparently no judicial approval is required in some cases for surveillance 
of non-US persons; this was not publicly known when WCIT took place and presumably would 
have had to be revealed in the context of cooperation on cyber security matters; such practices 
might have been found objectionable by some countries (Hill, 2013b, p. 42). As noted above, 

9  The author is not aware of any other peer-reviewed legal analysis and has been told privately by both legal 
scholars and representatives of certain states that his analysis is sound. 

10  The same point is made in paragraph 14 of High Commissioner for Human Rights (2014)
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most of the states that did not sign the treaty referred to the new clause in the preamble as the 
main reason for not signing. One can speculate regarding other reasons, which might be similar 
to those posited above for the USA. And one can speculate that, at the time, the US has greater 
cyber capabilities than other countries (Harris, 2014), so other countries were more willing to 
accept restrictions.

As noted above, lack of security favours cyber attacks and mass surveillance is a form of cyber 
attack (and, figuratively speaking, perhaps even cyber war). Consequently, as Schreier (2015, 
p. 7) puts the matter: “In fact, there is a stunning lack of international dialogue and activity 
with respect to the containment of cyber war. This is unfortunate, because the cyber domain is 
an area in which technological innovation and operational art have far outstripped policy and 
strategy, and because in principle, cyber warfare is a phenomenon which in the end must be 
politically constrained.”

A continuing resistance to improve cyber security and to curtail mass surveillance could have 
negative consequences for the Internet (Naughton, 2013; Morozov, 2013). Mass surveillance 
is often justified as a means to combat terrorism. But the number of potential terrorists present 
in developed countries is very small, so from a statistical point of view a mass surveillance 
program cannot be effective at detecting them: there will be too many false positives (Rudmin, 
2006). However, mass surveillance programs can collect information that is useful for economic 
and political purposes, and reportedly some countries are using them for such purposes (Poitras, 
Rosenbach and Stark, 2013; Gellman and Miller, 2013; CBS News, 2014; Price, 2014; Tribune 
de Genève, 201511). Thus, figuratively, mass surveillance can be viewed as a form of cyber 
warfare, even if it is not cyber warfare in the legal sense of the term. And calls to continue it 
are not justified: mass surveillance violates human rights, and it is not effective (Harding, 2015; 
Powles, 2015). Nobody would accept to put mass surveillance into place to prevent violent 
bank robberies, because everybody can see that it would not be effective. The same holds for 
the terrorist threats in developed countries, which share many of the characteristics of violent 
crime.

3. tHE FuturE

A persistent refusal by developed countries to envisage cooperation with developing countries 
and emerging economies on terms that are acceptable to them to improve cyber security 
might have undesirable consequences. For sure there are many cooperation mechanisms and 
it is easier to negotiate non-binding agreements. But non-binding agreements are just that, 
and forums that do not include all states tend to make decisions that are consistent with the 
interests of the participating states, but not necessarily with the interests of non-participating 
states. In the absence of global agreements, states may choose to enter into bilateral or regional 
arrangements. At present, it is impossible to say whether those bilateral or regional arrangements 
might set the stage for future global agreements, or whether they might be detrimental to the 
global interconnectivity of today’s telecommunications systems. As a Canadian think-tank put 
the matter referring to overall governance, which includes the security issues outlined above 
(Raymond and Smith, 2013): 

11  Citing a proposed new French law that would authorize certain types of surveillance in cases of major 
economic or scientific interests, as well as national defense, prevention of terrorism, etc.
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“the larger problem [of the split between signatories and non-signatories of the 2012 
ITRs] in the long term is the overall degree of complexity introduced into the governance 
of international telecommunications, the potential for increased transaction costs and 
the eventual possibility of significant divergence between the two treaty regimes over 
time. Given the similarity between the two treaties [1988 versus 2012], as well as the 
long history of routine cooperation on international telecommunications and the resulting 
business relationships and accumulated social practice, there are reasons to believe that this 
complexity may be manageable, if suboptimal. This assessment may not apply, however, 
in the event that the parties to the new ITRs engage in subsequent negotiations, building 
on the accompanying resolutions to erect a parallel institution for Internet governance. 
… Further, since routing is currently done without regard for international borders, the 
existence of parallel Internet governance regimes that may evolve with very different 
privacy protections poses challenging questions about the sustainability and desirability 
of legacy routing practices.” 

Cyber security issues are only one part of the overall governance of international 
telecommunications. But they are an important part (Eichensehr, 2014). And if there is 
uncertainty regarding global governance, then it is difficult to predict how the situation will 
evolve with respect to cyber security. On the one hand, private companies appear to favor 
improved cyber security in the interests of their customers, for example by improving encryption 
(McCarthy, 2015). On the other hand, some states appear to resist those improvements, because 
they are of the view that mass surveillance is an effective means to protect their citizens 
(United States of America, 2014; Ball, 2015; McCarthy, 2015; Sanger, 2015). In the absence 
of international agreements, the most likely outcome would appear to be the emergence of a 
“federated Internet”: one in which national networks are interconnected, but remain under local 
control to some extent. This is already largely the case for China, and for the internal networks 
of large private companies. A more detailed discussion of this scenario is given in Hill (2015).

Despite rhetoric to the contrary, the USA government supports greater state involvement 
in improving cyber security. Similarly, former CYBERCOM and NSA Director Keith B. 
Alexander has argued that securing private networks cannot be achieved through voluntary 
mechanisms alone (Alexander, 2012): “Recent events have shown that a purely voluntary and 
market driven system is not sufficient. Some minimum security requirements will be necessary 
to ensure that the core, infrastructure is taking appropriate measures to harden its networks.” 
Indeed, state involvement can be justified in light of the externality effects of security – or 
rather, lack of security – which effects are well explained by Schneier (2007). While it has 
proven possible to reach agreements to limit certain types, or certain uses, of conventional 
weapons, it is not clear whether it will be possible to reach similar agreements regarding cyber 
attacks (Eichensehr, 2014).

Some may take the view that there is no need for a treaty regarding cyber security or even 
international telecommunication matters in general: any matters requiring inter-governmental 
coordination can be handled by soft-law, or bilateral or regional agreements. But the divergence 
of views expressed at WCIT indicates that there is a need to agree some basic principles at a 
high level even if it is not clear which, if any, to enshrine formally in a treaty (Eichensehr, 
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2014). In the author’s view, lack of treaty-level agreement regarding cooperation with respect 
to network security issues in effect favors the current practices of secret (and unacknowledged) 
cyber attacks and mass surveillance, because there are no agreements on how to interpret and 
to apply existing international law. In particular, the USA takes the view that its obligations 
under international human rights law with respect to privacy do not apply to non-USA persons 
(United States of America, 2014). Treaty-level agreements would presumably affect such 
activities, because treaties should be enacted into national law, which laws would be enforced 
nationally (but it should be noted that treaties are not always respected).

International agreements to improve cyber security would likely make mass surveillance 
more difficult, if not impossible. Agreements could be envisaged for many different aspects, 
for example to allow pervasive strong encryption12. It will surely be difficult to discuss all 
topics at the same time, and to envisage their inclusion in a single instrument. Thus a first step 
could be an agreement in principle to cooperate and to agree on forums in which to carry out 
more detailed discussions in line with some agreed principles, for example, limits on mass 
surveillance, and limits on the means used to carry out authorized surveillance.

Reportedly, states whose private companies are producers of telecommunications hardware 
have programs in place to intercept some shipments of such hardware so that the hardware can 
be modified to facilitate monitoring of communications and even to allow the hardware to be 
attacked (Greenwald, 2014; Paganini, 2014). Such modifications might escape detection by 
the end-user and might enable monitoring or attacks even if the hardware is used for a private 
network that is not connected to the public Internet13 (Perlroth and Sanger, 2015; Kaspersky 
Lab, 2015). Thus, nobody can ensure secret communications unless they manufacture their own 
hardware and software. But this is beyond the reach of all but a few states. Further, sophisticated 
techniques can be used to implant spyware no matter who manufactured a system (Gallagher 
and Greenwald, 2014; Sanger and Shanker, 2014), and encryption keys can be obtained through 
indirect attacks against manufacturers of equipment with embedded keys (Scahill and Begley, 
2015).

As already noted above, anybody can conduct cyber attacks: developed countries, developing 
countries, very small states, as well as criminal organizations. A continuing lack of concrete 
action to improve cyber security and to limit and control state-sponsored cyber attacks is a 
serious threat to the developed countries who, at present, are the least willing to take such 
actions.

As one human rights advocate puts the matter (Donahue, 2014): “Furthermore, by engaging in 
tactics that undermine digital security for individuals, for networks and for data, governments 
trigger and further inspire a hackers race to the bottom. Practices that undermine digital 
security will be learned and followed by other governments and non-state actors, and ultimately 
undermine security for critical infrastructure, as well as individuals users everywhere. 
Strengthening digital security for individual users, for data, for networks, and for critical 
infrastructure must be seen as the national and global security priority that it is.” 

12  There are numerous restrictions at present on import, export, and even use of certain encryption methods, 
see for example Saper (2013).

13  For example, the hardware might emit radio signals, or be able to receive radio signals.
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Portions of critical national infrastructures are increasingly linked to and dependent on the 
Internet (McGuinn, 2004). If they can be disrupted by cyber attacks, that can have a significant 
effect on the national economy. The purpose of a national military is to protect the nation 
against external threats. How many military forces today are capable of protecting the civilian 
infrastructure against a determined cyber attack? And how many could perform effectively their 
traditional defense mission of using physical force if the civilian infrastructure (electrical power 
distribution, roads, manufacturing, etc.) is severely disrupted by a cyber attack?

4. concLuSIonS

Global trade and economic interdependence create incentives for nation-states to come 
together and agree to additional rules, or treaties, that collectively bind behavior and ensure the 
protection of shared resources14. If one considers the Internet as a microcosm of society, then 
its natural progression from an infant, specialized technology to the global network of networks 
would likely follow the path of any highly complex and interdependent community. This is to 
say, it is both natural and predictable that, as the Internet becomes more and more integral to 
the collective welfare of citizens around the world, governments will act to protect this shared 
resource from the abuse of malicious actors. 

States should agree to cooperate to improve cyber security and to limit cyber attacks and 
reactions to cyber attacks. They have managed to agree to limit the types of munitions used in 
small arms, to limit the use of some types of mines, to limit the proliferation of nuclear weapons, 
and to prohibit the use of chemical weapons. A first step in the direction of cooperation to 
improve cyber security might be to accede to the 2012 ITRs. For sure this would not result in 
an immediate reduction in the number of incidents, but it would hopefully result in increased 
discussion and cooperation. This in turn could lead to increasing trust, thus decreasing the 
perceived need to engage in unilateral cyber operations. An analogy to discussions on chemical 
weapons and the related treaties might be appropriate. Such weapons are relatively inexpensive 
to develop and their use can cause severe collateral damage. Without those discussions and 
treaties surely there would be a greater risk of use of chemical weapons than there is at present. 

Discussions on international cooperation to improve cyber security would be complex and 
arduous, for technical, political and social reasons (for example, improving encryption can 
favor both free speech and criminal activities), but every journey starts with the first step. In this 
case, several first steps could be taken simultaneously: the technical issues can be discussed in 
forums such as the ITU, the social issues in forums such as the United Nations Human Rights 
Council, while the political issues could be discussed at a summit to be convened by a group 
of willing states.

From this point of view, the results of the 2014 ITU Plenipotentiary Conference are disappointing: 
in order to avoid controversies and an open split within the membership, sensitive topics were 
not discussed in any depth (Ermert, 2014). For example, a proposal from India that included 
provisions that could have had the effect of improving the privacy (and hence the security) of 

14  See for example the World Trade Organization (WTO) agreements, the many treaties relating to 
international commerce, the treaties administred by the World Intellectual Property Organization (WIPO), 
the ITU treaties, etc.
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domestic communications was only discussed (and dismissed) in a small group and not in the 
larger groups that are publicly webcast (Hill, 2014b).

Fundamentally, either we recognize that the Internet has become a global public good, and 
govern it accordingly (French Senate, 2015), or we continue to pretend that it is not a critical 
infrastructure, and we allow cyber crime and cyber attacks to flourish, which will result in 
medieval-style pervasive crime, violence, fear, and terror. Nobody would accept a world in 
which almost any criminal organization could acquire a Predator unmanned aircraft equipped 
with laser-guided missiles. Why should we accept the cyber-equivalent of such a situation? And 
if we do not wish to accept such a situation, then shouldn’t we require states to cooperate to 
prevent its coming to pass?

The time has come to agree to cooperate to improve cyber security and to limit cyber attacks. 
And to focus on peaceful uses of telecommunications, which is the mission of the ITU.
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