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About this study

This publication is part of a series of country reports offering a comprehensive overview of national cyber
security governance by nation. The aim is to improve awareness of cyber security management in the
varied national settings, support nations enhancing their own cyber security governance, encourage the
spread of best practices, and contribute to the development of interagency and international
cooperation.

Primarily focusing on NATO Nations that are Sponsoring Nations to the NATO Cooperative Cyber
Defence Centre of Excellence (CCDCOE), each country report outlines the division of cyber security
roles and responsibilities between agencies, describes their mandate, tasks, and competences as well
as coordination between them. In particular, it covers the mandates of political and strategic
management; operational cyber security capabilities and cyber incident management; military cyber
defence; and cyber aspects of crisis prevention and management. It offers an introduction to the broader
digital ecosystem of the country and outlines national cyber security strategy objectives in order to clarify
the context for the organisational approach in a particular nation.

CCDCOE

The NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) is a NATO-accredited cyber
defence hub focusing on research, training and exercises. It represents a community of 25 nations
providing a 360-degree look at cyber defence, with expertise in the areas of technology, strategy,
operations and law. The heart of the Centre is a diverse group of international experts from military,
government, academia and industry backgrounds.

The CCDCOE is home to the Tallinn Manual, the most comprehensive guide on how international law
applies to cyber operations. The Centre organises the world’s largest and most complex international
live-fire cyber defence exercise, Locked Shields. Every spring the Centre hosts in Tallinn the
International Conference on Cyber Conflict, CyCon, a unique event bringing together key experts and
decision-makers of the global cyber defence community. As of January 2018, CCDCOE is responsible
for identifying and coordinating education and training solutions in the field of cyber defence operations
for all NATO bodies across the Alliance.

The Centre is staffed and financed by its member nations, currently Austria, Belgium, Bulgaria, Czechia,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, ltaly, Latvia, Lithuania, the
Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Spain, Sweden, Turkey, the United
Kingdom and the United States. The NATO-accredited centres of excellence are not part of the NATO
Command Structure.

Disclaimer

This publication is a product of the NATO Cooperative Cyber Defence Centre of Excellence. It does not
necessarily reflect the policy or the opinion of the Centre or NATO. The Centre may not be held
responsible for any loss or harm arising from the use of information contained in this publication and is
not responsible for the content of the external sources, including external websites referenced in this
publication.

Digital or hard copies of this publication may be produced for internal use within NATO and for personal
or educational use when for non-profit and non-commercial purpose, provided that copies bear a full
citation.
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Country indicators
10.6 million  Population

9.3 million  Internet users
(88.4%) (% of population)

78.9 thousand  Area (km?2)

39.7 thousand  GDP per capita (USD)

International rankings*
43th  ICT Development Index (ITU 2017)
54th  E-Government Development Index (UN 2018)
18th  Digital Economy and Society Index (EU 2019)
71th  Global Cybersecurity Index (ITU 2018)

1st  National Cyber Security Index (eGA 2019)

1. Digital society

1.1 Infrastructure availability and take-up

Basic fixed broadband is available to nearly every Czech household, with the coverage remaining
constant at around 98% since 2014.1 In 2018, 86% of households had internet access at home and 84%
of the population were regular internet users (cf. 79% and 77%, respectively, in 2015). The fixed
broadband take-up was 74% of households? or 30.4 subscriptions per 100 people.? Of the broadband
subscriptions in 2018, 18% enabled download speed of 100 Mbps (ultrafast broadband) and 37%
enabled at least 30 Mbps (fast broadband), which represented an increase by 13 and 11 percentage
points, respectively, from 2014.

Mobile 4G broadband coverage has increased from 92% of the population in 2014 to 99% in 2018, while
mobile broadband take-up has advanced from 62.3 subscriptions per 100 people in 2014 to 82.4% in
2018.

* International rankings rely on varied methodology and sources for their scores.

1 Unless explicitly stated otherwise, the statistics in this section are taken from the EU Digital Agenda Scoreboard,
‘Digital Economy and Society Index, Country Profile: Czech Republic’, htips://ec.europa.eu/digital-
agenda/en/scoreboard/czech-republic.

2 ‘Countries' performance in digitisation’, European Commission, http://ec.europa.eu/digital-single-

market/en/progress-country.

3 https://digital-agenda-data.eu/charts/see-the-evolution-of-an-indicator-and-compare-
countries#chart={%22indicator-

group%22:%22any%22,%22indicator%22:%22bb penet%22,%22breakdown%22:%22total fbb%22,%22unit-
measure%22:%22subs per 100 pop%22,%22ref-area%22:[%22CZ%22,%22EU28%22,%22EU27 %22]}.

4 https://digital-agenda-data.eu/charts/see-the-evolution-of-an-indicator-and-compare-
countries#chart={%22indicator-
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The first 5G spectrum auction has been announced to take place in the second half of 2019, final
conditions, however, are yet to be confirmed.

The data shows that internet penetration has been steadily growing, although at a relatively slow pace.
All of these figures are close to the EU averages, nonetheless. It is worth noting, however, the
comparatively low mobile internet take-up, perhaps due to mobile data prices which are among the
highest in Europe.®

Despite a legislative framework in place since 2009, Czechia has had mixed success in implementing
a comprehensive e-governance agenda. In particular, major discrepancies have been continuously
observed between the use of digital public services by private individuals as compared to businesses.
This is probably due to the fact that all legal persons were provided with a free but obligatory ‘data
mailbox’” from 1 July 2009 onwards. The data mailbox works as a normal email account, but it provides
for the authenticity and non-deniability of data stored (using the SHA-2 hash function algorithm), thereby
eliminating the need for a separate certificate for electronic signatures. Any official correspondence
between legal persons and authorities is restricted to the data mailbox. As any unread messages
delivered to the data mailbox are considered to have been read by the addressee 10 days after delivery,
enterprises have little choice but to comply with e-governance procedures surrounding the use of the
data mailbox. Conversely, natural persons are under no obligation to use the data mailbox and the offer
of e-government services remains limited; consequently only few have it (according to media accounts,
around 2% in 2018 and less than 1% in 2014).8

Certificates for electronic signatures are not provided by public authorities and must be purchased from
commercial entities, which has become another obstacle to the more widespread use of e-government
by natural persons. Nevertheless, after a stagnation in 2017, the share of e-government users grew by
19 percentage points to 52% by 2019. Correspondingly, Czechia’s ranking in the digital public services
category grew from 25" place among EU member states in 2015 to 20™ place in 2019.°

The new e-government strategy (Digitdini Cesko: Informaéni koncepce Ceské republiky) was adopted
in 2018.10 It lists five objectives: 1) more effective and user friendly online services for citizens and
businesses; 2) digital friendly legislation; 3) favourable conditions for the use of digital technologies in
public services; 4) digital skills for public officials; and 5) central coordination of public services’ ICT
development. As of July 2018, Czechs can use new e-ID cards with chips and receive certain public
services over the internet. 570,000 people had the new e-ID card at the end of 2018. As of January
2018, mandatory electronic prescriptions were introduced in the healthcare sector.

5 DESI Report 2019 — Connectivity, , European
Commission, Mobile Broadband Prices in Europe 2018 report,

8 Act No. 300/2008 Coll., on electronic acts and conversion of authorised documents, in effect since 1 July 2009.
7 Datoveschranky.info, 'Datové Schranky', 2014,

8 Sprava zakladnich registr(l, 'Ro¢ni vypisy o vyuzivani udajd v registru obyvatel a reglstru osob, Sprava
zakladnich registrd', 2014,

® DESI Country Profile,

10 Rada vlady pro informaéni spoleénost,
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In 2018, the Czech government also appointed a Chief Digital Officer for IT and Digitisation charged
with coordinating the implementation of strategy.

In 2019, the government adopted the National Artificial Intelligence Strategy.!! Ilts main objective is to
support the concentration of research and development (R&D) in artificial intelligence (Al), in particular
by supporting the creation of the European Centre of Excellence, Test Centre and Digital Innovation
Hubs. The strategy further aims at a deeper cooperation with global Al centres, maintaining intellectual
potential at home and simplifying conditions for attracting top foreign talent through research funding,
development of start-ups, availability of resources for innovation of SMEs and economy development.
The state should primarily contribute by making available data, completing digital infrastructure,
supporting the transformation of enterprises and introducing modern public administration services,
introducing clear legislation, investor security and international cooperation along with adequate
education and training, both technical and non-technical.

Czechia had a relatively high proportion of turnover from e-commerce at 30% in 2015, which almost
doubled the EU average and placed the country in 2" place among EU member states. The share of
the internet-based economy was estimated at 4.13% of GDP in 2015, with that of the ICT sector as a
whole being 3.85% of GDP.12

Some 67% of all individuals ordered goods or services online in 2018 (compared to 45% in 2015), which
generally coincides with the EU average (14™ place). Czech small and medium enterprises (SMES)
ranked among the top 5 in selling online (23% in 2018), selling online cross-border (12% in 2017) and
the share of e-commerce on SME total turnover (18% in 2018). The e-commerce sector appears to
develop mainly at the national level; while figures for internet purchases are at the EU average or even
slightly above, the online cross-border purchases by individuals remain at less than half of the EU
average.?

Overall, Czechia is well digitised and consequently dependent on the use of ICT. Its commercial sector
is doing particularly well with respect to the internet economy, and further growth is expected. However,
more effort could be put into translating Czechia’'s enthusiasm for e-commerce into a higher uptake of
e-government services by citizens.

11 National Artificial Intelligence Strategy of the Czech Republic,
12 'gtudie SPIR - Ceska internetova ekonomika', 2013, 2016 (Czech Internet Economy

Study 2013, 2016, in Czech)
13 European Commission, Digital Scoreboard Visualisations,
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2. National cybersecurity strategy
and legal framework

2.1 National strategy

Czechia’'s current National Cyber Security Strategy (NCSS)™* and the associated Action Plan (AP)
were drafted by the Czech National Security Authority (NSA, Ndrodni bezpeénostni tfad)*® and adopted
by the Government in 2015.1” Both cover the years 2015 to 2020. The previous NCSS and AP covered
the years 2012 to 2015.18 Preparatory process for a new national strategy began in April 2019 under the
auspices of the new NSA-derived national authority, the National Cyber and Information Security
Agency (NCISA, Ndrodni ufad pro kybernetickou a informacéni bezpeénost),*® and the draft strategy
should be ready for intragovernmental review by the end of the year. The draft action plan shall follow
suit.

Cyber security strategy objectives

Building on the achievements of the 2012-2015 NCSS, the main objectives of which were to create a
legislative framework of cyber security and to establish the National Cyber Security Centre (NCSC,
Ndrodni centrum kybernetické bezpecénosti) and Governmental CERT (see details in Section 3.2.), the
current NCSS pursues enhanced models of cyber security development. This translates into a set of
visions, principles, challenges and main goals identified as a reflection of Czechia’s aspiration to ‘play
a leading role in the cyber security field within its region and in Europe’ and, amongst others, the focus
on ‘securing industrial control systems included in the [critical information infrastructure] and within a
few years [becoming] one of the leading nations in this area by virtue of the expertise and knowledge
acquired’. 2 Another fairly progressive objective is the protection of the right of the individual to
informational self-determination, which underlies the thinking behind the cyber security regulatory
framework.2!

4 'Narodni strategie kybernetické bezpegnosti Ceské republiky na obdobi let 2015 az 2020', 2015
http://www.govcert.cz/download/nodeid-1004/ (the original Czech version); 'National Cyber Security Strategy of
Czechia for the Period from 2015 to 2020', 2015 http://www.govcert.cz/download/nodeid-1075/ (in English).

15 'Akéni plan k Narodni strategii kybernetické bezpetnosti Ceské republiky na obdobi let 2015 az 2020', 2015,
http://www.govcert.cz/download/nodeid-973/ (the original Czech version); 'Action Plan for the National Cyber
Security Strategy of the Czech Republic for the Period from 2015 to 2020', 2015
http://www.govcert.cz/download/nodeid-590/ (in English).

16 National Security Authority, http://www.nbu.cz/en/.

17 National Cyber Security Centre, http://www.govcert.cz/en/info/events/the-government-of-the-czech-republic-
adopted-the-national-cyber-security-strategy-for-the-upcoming-five-years/,
http://www.govcert.cz/en/info/events/the-government-adopted-the-action-plan-to-the-national-cyber-security-
strategy-for-subsequent-5-years-and-the-2014-status-report-on-the-cyber-security-in-the-czech-republic/.

18 'Strategie pro oblast kybernetické bezpetnosti Ceské republiky na obdobi 2012 - 2015', 2012
http://www.govcert.cz/download/nodeid-727/ (the original Czech version); 'Strategy of the Czech Republic in the
field of Cybernetic Security for 2012 - 2015', 2012 htip://www.govcert.cz/download/nodeid-1190/ (in English).
'Akéni plan ke strategii pro oblast kybernetické bezpeénosti Ceské republiky na obdobi 2012 - 2015', 2012,
http://www.govcert.cz/download/nodeid-896/ (the original Czech version; no translation is available).

19 www.nukib.cz.

20NCSS, p. 7.

21 NCSS, p. 9.

19 cCDCOE 8



http://www.govcert.cz/download/nodeid-1004/
http://www.govcert.cz/download/nodeid-1075/
http://www.govcert.cz/download/nodeid-973/
http://www.govcert.cz/download/nodeid-590/
http://www.nbu.cz/en/
http://www.govcert.cz/en/info/events/the-government-of-the-czech-republic-adopted-the-national-cyber-security-strategy-for-the-upcoming-five-years/
http://www.govcert.cz/en/info/events/the-government-of-the-czech-republic-adopted-the-national-cyber-security-strategy-for-the-upcoming-five-years/
http://www.govcert.cz/en/info/events/the-government-adopted-the-action-plan-to-the-national-cyber-security-strategy-for-subsequent-5-years-and-the-2014-status-report-on-the-cyber-security-in-the-czech-republic/
http://www.govcert.cz/en/info/events/the-government-adopted-the-action-plan-to-the-national-cyber-security-strategy-for-subsequent-5-years-and-the-2014-status-report-on-the-cyber-security-in-the-czech-republic/
http://www.govcert.cz/download/nodeid-727/
http://www.govcert.cz/download/nodeid-1190/
http://www.govcert.cz/download/nodeid-896/
http://www.nukib.cz/

The NCSS sets out eight strategic goals. Specified tasks for the furtherance of these goals are defined
by the Action Plan. The following is a representative but non-exhaustive summary of the goals and
tasks. The current status of their implementation is outlined in the subsequent section.

A Efficiency and enhancement of all relevant structures, processes, and of cooperation in
ensuring cyber security

This goal comprises the improvement of communication and cooperation among the relevant cyber
security actors (CERT and CSIRT teams, central authorities), both domestic and international. Czechia
plans to ‘[d]evelop a national coordinated incident handling procedure that will set a cooperation format,
contain a communication matrix, a procedure protocol and define each actor’s role’, and a national risk
assessment methodology in accordance with the requirements introduced by the Act on Cyber Security
and its implementing regulations. The task of carrying out national cyber security exercises is also
included under this goal.

B. Active international cooperation

This explicitly covers the EU (including ENISA), NATO (including NATO CCDCOE), OSCE, UN
(including ITU), the Visegrad Four countries and the Central European Cyber Security Platform, and
bilateral cooperation, including the CERT/CSIRT teams, international organisations and academic
centres. Czechia will also participate in international discussions on internet governance and on
international legal norms in cyberspace. The task of participating in and organising international
exercises is included under this goal.

C. Protection of national critical information infrastructure (Cll) and important information
systems (lIS)

Czechia will continue identifying and supporting the entities operating critical information infrastructure
and important information systems, in accordance with the Act on Cyber Security. It will support the
creation of new CERT/CSIRT teams in Czechia. It plans to develop its own capacities and capabilities
for cyber security testing, forensic analysis, malware detection and testing, and to implement a honeypot
system for cyber threat detection.

The country intends to draft a National Cloud Computing Strategy and create a secure state cloud,
including data storage.

The number of personnel of specialised intelligence services units and of the Government CERT should
increase in order to improve their threat detection and analysis capabilities, and solutions for improved
and automated information sharing between the state and CIl and 1IS entities should be implemented.

This heading of the NCSS also describes the establishing of National Cyber Forces Centre (Ndrodni
centrum Kkybernetickych operaci)? within Military Intelligence to be able to perform a wide range of
operations in cyberspace and other activities necessary for ensuring the state’s cyber defence, including
in support of international military operations by EU or NATO, or to defend Czechia in a hybrid conflict.
Notably, Czechia will ‘[tlrain experts specialised in questions of active counter-measures in cyber
security and cyber defence and in offensive approach to cyber security in general'.

Finally, a procedure will be developed for the transition from the state of cyber emergency, as defined
by the Act on Cyber Security, to the general crisis states defined in Constitutional Act No. 110/1998
Coll., on the Security of Czechia.

22 See Chapter 3.3 on NCOC below.
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D. Cooperation with private sector

This topic comprises the coordination of IPv6 transition, supporting the spreading of DNSSEC,
educating the public about cyber security, and creating an information-sharing platform for the NCSC
and the CIl and IIS entities.

E. Research and development / Consumer trust

By Q3 2018, the NCSC will prepare the national cyber security research and development concept, in
cooperation with other agencies and stakeholders. It will also continuously plan, initiate, and cooperate
on the implementation of the research projects, helping to involve Czech academia and the private
sector in international research programmes.

F. Education, awareness raising and information society development

This topic comprises awareness raising both among students and the public at large. By the beginning
of 2017, primary and secondary school curricula should be modernised with respect to cyber security,
methodical materials provided, and teachers trained. Also, new university study programmes on cyber
security should be created and the existing ones promoted. Public administration personnel should also
be trained in cyber security.

G. Support to the Czech Police capabilities for cybercrime investigation and prosecution

By 2018, the cybercrime departments of the Czech Police should be reinforced, both at the central and
regional levels, and the technological equipment of specialised police departments should be
modernised. Direct links should be established at the working level with the intelligence services, NCSC,
and both Government CERT and National CERT. Police experts should receive professional training in
cyber security.

H. Cyber security legislation (development of legislative framework). Participation in
creation and implementation of European and international regulations

Czechia should actively participate in the drafting and implementation of relevant EU and international
law. Cyber security legislation (both laws and regulations) should be kept up to date. In particular,
cybercrime investigation and prosecution should be made more effective by updating the relevant laws.
Cyber security training should be provided to judges and prosecutors so that they can better handle
cybercrime cases.

The NCSS implementation is subject to regular review; every six months the interdepartmental working
group (see below) evaluates the level of achievement of individual tasks and can adjust the action plan
accordingly. A report on NCSS implementation is appended to the annual Report on Cyber Security
prepared by NCISA. Although unclassified, the implementation report is not released to the public.

Overall, the implementation of the national strategy can be deemed satisfactory. In some areas, the
results have exceeded expectations, in others, delays have been noted, as is the case, for instance,
with the national cyber security research and development concept. Due to be complete in 2018,
preparatory works were still going on in July 2019. Nevertheless, thanks to an increase in dedicated
human resources, it was expected that all research and development related targets would be met by
the end of the strategy implementation. A dedicated department has been created within NCISA,
integrating competencies for research and development as well as education related tasks such as the
national education concept, e-learning module for public administration and the previously introduced
pilot courses at secondary and higher education establishments.
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In 2016, a Strategic Framework for the National Cloud Computing (Strategicky ramec Ndrodniho cloud
computingu — eGovernment cloud CR)? was adopted and a Working Party on eGovernment Cloud was
convened to analyse the capacities and prepare implementation of the eGovernment Cloud due to begin
in 2019 and a feasibility study for the eGovernment Portal.?*

Similarly, institutional cooperation in fighting cybercrime gained momentum in early 2019 when a
memorandum was signed by the Police of Czechia, the Prosecutor General's Office and NCISA to set
out rules for cooperation, to identify respective competencies, and to ensure information sharing and
collaboration on training and exercices.

Cyber security exercises have over the past few years become one of the cornerstones of Czechia’s
cyber security organisation structure and an important export commodity. By 2019, Czech teams
comprising government, industry and academia members have successfully participated in major
international cyber security and crisis management exercises including Locked Shields,?® Cyber
Coalition, CMX and Cyber Europe. NCISA has been also able to repeatedly deliver customised
exercises to international audiences as varied as the US Congress, countries of the African Union and
national authorities in the Western Balkans.

Czechia has also been active in other areas of international cooperation. On 12 October 2015, Czechia,
represented by the NSA, became the first NATO member state to sign a ‘second generation’
Memorandum of Understanding on cyber defence cooperation with NATO’s Cyber Defence
Management Board.?¢ It actively participated in multilateral negotiations on an EU cyber security
regulatory framework, election security, implementation of confidence-building measures for
cyberspace and various capacity-building platforms.

In respect of cooperation with the private sector, NCISA and Microsoft signhed a new security program
in 2018, focusing primarily on information sharing and exchange. A Memorandum of Understanding also
exists with Cisco and was signed in 2016 (see section 3.5).

The cornerstone of Czechia's cyber security legislative framework, the Act on Cyber Security and
Change of Related Acts (Act no. 181/2014 Coll.), came into force on 1 January 2015 27 and is
complemented by a set of implemented regulations that took effect on the same date.?® It defines several

23

(in Czech).
24 (in Czech)
25 The Czech team became the overall winner in 2017 and finished in the top 3 in 2018 and 2019.
26 NATO, ‘NATO and Czechia bolster cyber defence cooperation’,

27'Z4akon €. 181/2014 Sb. o kybernetické bezpecnosti a 0 zméné souvisejicich zakonl (zakon o kybernetické
bezpetnosti)', (in Czech);
(in English).
28 These are:
- Government Regulation No. 315/2014 Coll. Amending Government Regulation No. 432/2010 Coll. on the
Criteria for the Determination of the Elements of the Critical Infrastructure;
- Regulation No. 316/2014 Coll. on Cyber Security; replaced by regulation No. 82/2018 Coll. on Cyber Security
- Regulation No. 317/2014 Coll. on Important Information Systems and Their Determining Criteria
- Regulation No. 437/2017 Coll. on Criteria for the Determination of Operators of Essential Services
See n. 27 above for links.
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categories of regulated entities and defines their legal obligations and the competencies of the NCISA
as the national authority.

Those categories generally are, in descending order reflecting the extent of imposed legal obligations:

(i) operators of systems of critical information infrastructure;

(i) operators of essential services;

(iii) operators of important information systems;

(iv) digital service providers;

(v) providers of electronic communication services or operators of electronic

communication networks; and
(vi) operators of important networks as defined by law.

The act originally built on the legislation pertaining to protection of critical infrastructure and crisis
management,?® thus inscribing critical information infrastructure protection into a larger framework of
critical infrastructure protection and by inference imposing obligations also under crisis management
regulations. Following the adoption of the EU Directive on Security of Network and Information systems
(the NIS directive) in 2016, a new category of obliged entities has been added (operators of essential
services) which only bore cyber security related obligations. The two subsequent categories, covering
certain types of information systems and networks in public administration sector and select information
society services, carry a substantially lighter burden, with security measures largely dependent on their
own risks assessment. The remaining categories are principally regulated by electronic communications
law and carry only marginal obligations pursuant to the Cyber Security Act.

Generally speaking, obligations and security measures under Cyber Security Act relate to risk
management, security of assets, supply chain security, public procurement or incident management.
Select obligations and security measures are further outlined in Chapter 3 below.

3. National cybersecurity governance

Government Resolution no. 781 of 19 October 2011 entrusted the NSA with coordination responsibility
for cyber security in Czechia. The same Resolution established the National Cyber Security Centre
(NCSC, Ndrodni centrum kybernetické bezpecnosti), which was subordinated to the Czech NSA and
tasked with: operation of the Government CERT; cooperation with CSIRTs, both national and
international; preparation of security standards for various categories of entities in Czechia; support to
education and the raising of cyber security awareness; and support to cyber security research and
development.

Following a 2017 administrative overhaul, overall responsibility for national cyber security has gone to
a dedicated agency. The National Cyber and Information Security Agency (NCISA, Ndrodni ufad
pro kybernetickou a informaéni bezpecnost)¥° that, by virtue of Government Resolution no. 1178 of 19
December 2016 and the subsequently amended Act on Cyber Security derived from the NSA, became

2% Act no. 240/2000 Coll., on crisis management, and Government Regulation no. 432/2010 Coll., on Criteria for
the Determination of the Elements of the Critical Infrastructure.
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the coordinating authority for cyber security as of 1 August 2017. NCISA comprises the NCSC and
select elements of the NSA that dealt with security of classified information systems.

The new agency has seen the staff numbers rise to almost 200 by early 2019 which is in line with the
Government Resolution no. 1049 of 28 November 2016 envisaging a gradual budget growth and
increase in personnel as well as building new agency premises.

Government Resolution no. 781 of 19 October 2011 also established the Cyber Security Council
(CSC, Rada pro kybernetickou bezpeénost),3t which is the official forum for interagency coordination.s?
The CSC includes representatives from the Czech NCISA, the Ministry of Interior, the Ministry of
Defence, the Ministry of Foreign Affairs, the Ministry of Finance, the Ministry of Industry and Trade, the
Ministry of Transport, the Police, the Office for Foreign Relations and Information (the external civilian
intelligence service), the Security Information Service (the internal civilian intelligence service), Military
Intelligence, the Office for Personal Data Protection, and the Czech Telecommunications Office.
According to need, the CSC may invite representatives of entities operating critical infrastructure or
external experts to participate in its meetings.

Two interdepartmental working groups on the coordination of cyber security were established within the
CSC in November 2015. The first deals with national cyber security issues, including regular evaluation
of fulfilment of the Action Plan. The second covers international issues.

The CSC was complemented by the Committee on Cyber Security (Vybor pro kybernetickou
bezpecénost) in 201733 as one of the regular working bodies within the State Security Council. The cyber
security portfolio thus acquired permanent standing within the highest advisory body of the Government.

Several CERT/CSIRT teams operate in Czechia, both in the public and private spheres.3* The Cyber
Security Act provides for and defines competencies of two of such teams. At the government level there
exists the Government CERT (GovCERT.CZ)%* based in Brno, which reached full operational capability
at the same time as the NCSC in January 2018. Its main task is to collect reports of cyber incidents from
specified entities, analyse them, and provide help. The Cyber Security Act introduced an obligation to
report cyber incidents for entities operating critical information infrastructure (Cll), important information
systems (i.e. other vital systems of public authorities), and internet exchange points enabling direct
connection to Cll or to a network abroad (i.e. important networks as defined by the Act). Following the
transposition of the NIS Directive in 2017, a new category of operators of essential services, whose

31

82 The Statute of the Cyber Security Council is in the Annex to the Government Resolution no. 781 of 19 October
2011,

(only available in Czech).
33 “\ybor pro kybernetickou bezpecénost' in Czech. The Statute and the Rules of Procedure of the Committee are
in the Annex to the State Security Council Resolution no. 18 of 3 May 2017,

(only available in Czech)
34 As of July 2019, there were 44 CERT/CSIRT teams listed, accredited or certified by Trusted Introducer, 3 of
those being also members of FIRST. Info available at
and

35 'Govcert.CZ / Narodni centrum kybernetické bezpeénosti CR',
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legal obligations under the Cyber Security Act largely mirror those of Cll operators, was added to the
list of entities.

The above liable entities have a duty to implement preventive security measures ranging from physical
security to cryptography, and to report cyber incidents to the Government CERT. In simple terms, the
latter's constituency is public sector and critical information and essential services elements of the
country’s infrastructure (both public and private). Other ISPs continue to report cyber incidents to the
national CERT (currently CSIRT.CZ),3 which generally speaking services the remainder of the private
sector, including digital service providers pursuant to the NIS directive. National CERT also fulfils
specified, mainly reporting and support roles in respect of the Government CERT (see also section 3.5).

According to the Cyber Security Act, the Czech NCISA may order the listed entities to take further
protective measures. The NCISA can also declare a state of cyber emergency, in which case it might
extend these protective measures to private sector ISPs and other operators of electronic
communications networks. It has the authority to carry out security audits and impose fines against the
listed entities.

Preventive security measures based on the ISO/IEC 27000-series standards that include
comprehensive management, organisational, procedural and system security elements, together with
obligations to apply different levels of security measures pertaining to specific categories of entities are
defined in the implementing regulations that complement Cyber Security Act. The implementing
regulations also specify the procedures for the reporting of cyber incidents, both to GovCERT.CZ and
to CSIRT.CZ. A report is to follow a predefined form and can be submitted via an e-form on the
respective website, via e-mail, data mailbox,3” specified interface, or on paper.

Key information infrastructure forms part of the critical infrastructure system regulated both by the Cyber
Security Act and Act no. 240/2000 Coll., on Crisis Management. The list of critical infrastructure, as
defined by Czech law and reflecting the requirements of the EU Council Directive 2008/114/EC, includes
communications and information systems in critical sectors such as energy, water management, food
and agriculture, health services, transport, communications and information systems, financial and
currency markets, emergency services, and public administration.

Under the Cyber Security Act, Cll is defined as ‘critical infrastructure falling under the CIS sectoral
criterion [pursuant to the Crisis Management Act]'.38 Entities operating Cll have certain duties under the
Cyber Security Act (see Part 3.2). The responsibilities for Cll security, including the resilience
procedures, are described by the Cyber Security Act and by its implementing regulations.

Following the adoption of the NIS Directive, two new categories of entities have been added to the
purview of the Cyber Security Act. Operators of essential services (OES) are responsible for services
dependent on information and communication systems that are critical for the maintenance of societal
or economic activities. Providers of digital services, on the other hand, offer specific information society
services. The former are subject to obligations equal to those operating critical information infrastructure
under the Cyber Security Act, while the latter have more leeway when it comes to their information
security, yet have to fulfil certain criteria.

36 'CSIRT, .
%7 See part 1.2.1. for the description of data mailbox.
38 § 2 sub (b) of the Cyber Security Act. Zakon o kybernetické bezpec¢nosti (n Error! Bookmark not defined.).
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Information systems which are neither Cll nor operated by OES but are nevertheless vital for public
administration are termed ‘important information systems’ (11S) by the Act. IIS operators are subject to
only about 60% of the obligations imposed by the Act on Cyber Security on Cll operators. There were
109 elements of information infrastructure classified as Cll, and 171 as IIS as of July 2019. In addition,
27 entities have been identified as OES. The list of particular entities is not public.

Unlike other EU member states, Czechia has opted for an active Cll and OES identification approach,
assigning the Cll and/or OES status upon administrative decision issued in respect of individual entities
following an individual assessment of criteria fulflment made by NCISA in administrative proceedings
in cooperation with the entities concerned. Such process is more time and resources consuming than
self-identification, yet believed to be more thorough and accurate.

The Cyber Security Act introduced the concept of a limited state of emergency known as a ‘state of
cyber emergency’.3 A state of cyber emergency can be declared when the national interest is
endangered on a large scale by a threat to information security or to the security of electronic
communications services. It is declared by the Director of the NCISA for a maximum of 7 days, but can
be prolonged repeatedly for up to 30 days on each extension.

The Director of the Czech NCISA informs the Government regularly about the measures being taken
during a state of cyber emergency. The Director can order those ISPs or entities operating a ClI, 1IS or
a network enabling a direct connection to ClII or to a network abroad or OES to introduce specific cyber
security measures. The state of cyber emergency can be cancelled by the Director of the NCISA once
the threat has passed. If a threat cannot be managed under the framework of the state of cyber
emergency, the Government may declare a general state of emergency.

Crisis management procedures are regularly tested at national cyber security exercises developed by
NCISA under the label Cyber Czech. The exercises offer both technical and strategic scenarios and are
thematically oriented with a different industry sector involved every year.

Internal procedure has been developed by NCISA to manage declaration and implementation of the
state of cyber emergency. No such occasion has yet arisen by the time of writing of this report.

The recent years have seen greater attention being paid to cyber defence, including active measures.
Along with cyber security, cyber defence is reflected on in the Security Strategy of the Czech Republic
(2015), the Long Term Perspective for Defence 2030 (2015), the Concept of the Build-up of the Armed
Forces of the Czech Republic 2025 (2015), Defence Strategy of the Czech Republic (2012), and in the
White Paper on Defence (2011).

A new Cyber Defence Strategy for 2018-2022 was adopted in 2018.4° According to the document,
Czechia approaches cyber defence as an autonomous and specific discipline within a larger concept of
cyber security. It has also joined the ranks of states which have in principle publicly subscribed to the
development of offensive cyber capabilities. Cyber defence competencies are distributed between the
two entities.

39 § 21 of the Cyber Security Act. Zakon o kybernetické bezpecénosti (n Error! Bookmark not defined.).
40 (in Czech only)
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Military cyber defence is the task of the Communications and Information Systems Agency (CISA,
AKIS — Agentura komunikaénich a informac¢nich systém( )** which is a part of the Support Division
which is in turn subordinated to the General Staff of the Armed Forces of the Czech Republic. CISA is
responsible for the build-up and development of the Signal Corps of the Armed Forces and the
development and operation of CIS within the Armed Forces.

CISA implements national CIS policies within the Armed Forces and the Ministry of Defence (MOD),
coordinating the interconnection of these departments’ CIS to other governmental CIS and to NATO
CIS. A framework memorandum has been concluded between the MOD and Czech NSA as the civilian
national cybersecurity authority which includes cybersecurity and other topics of mutual interest.

The CISA directs and provides for operational planning with regard to CIS including deployable CIS
assets, and is responsible for static CIS on national territory, including operational measures and
requirements during mobilisation. It is also tasked with provisioning CIS support to organic command
and control systems, including the headquarters of the Armed Forces, task forces, EU Battle Groups,
the Allied Rapid Reaction Corps, the Integrated Rescue System, crisis management and NATO HQs.
CISA also gives technical and logistics support to a Deployable Communication Module as the Czech
component of NATO's 3 Signals Battalion, is responsible for CIS training and procurement within the
Armed Forces and MOD, and operates a non-public telecommunications network for the Armed Forces
and MOD.

The MOD has a Computer Incident Response Capability (CIRC) operated by CISA, which is responsible
for cyber defence across the Armed Forces and MOD. The task of the CIRC is the ‘proactive
identification of security threats and incidents, their analysis and subsequent reporting of the events and
solutions to relevant partners’. 2 The CIRC can prepare remedial countermeasures, tools and
procedures, and contribute to the awareness of users and managers of CIS, thereby increasing the
resilience of CIS and helping to protect data. CIRC also participates in both national and international
cyber defence exercises, cooperates with NCIRC and participates in the Malware Information Sharing
Platform.*3

In 2018, the General Staff decided to develop, from 2019, a new Cyber and Information Operations
Command (Velitelstvi kybernetickych sil) that would incorporate the existing CIRC capabilities and
further expand the army’s capabilities with regard to protection of military operations and mission
assurance.*

As regards active cyber defence, it is mentioned abundantly in the NCSS and AP,“® and the National
Cyber Operations Centre (NCOC, Ndrodni centrum kybernetickych operaci), originally provided for by
the NCSS as the National Cyber Forces Centre (Ndrodni centrum kybernetickych sil), has been
established within Military Intelligence and is due to become fully operational in 2020. Related legislative
amendments have been proposed and await discussion by the Government. Czechia believes that it is
essential to have an active cyber defence capacity in the case of some major cyber crisis or disruption.
NCOC will therefore be able to conduct a broad spectrum of cyberspace operations and activities

41

(in Czech).
42'CIRC', (in Czech).
43 NCI Agency, 'Malware Information Sharing Platform’,

44

45 NCSS, p. 18; AP, p. 15-17 (C.9.-C.11.), see n 14 and 15 above.
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necessary for ensuring the cyber defence of Czechia, including the support of operations of the Czech
Armed Forces in the framework of EU or NATO, or in case of a hybrid conflict.“® Its competencies and
related procedures will derive from a public legal act and classified implementing regulations.

Government cooperation with the private sector such as non-governmental CSIRTSs, universities, banks
and other entities has been taking place on an informal basis, and relations are mostly positive thanks
to a long-term building of mutual trust. The Cyber Security Act, which came into force on 1 January
2015, brought some formal obligations for the private sector. For example, ISPs have a duty to report
incidents to the National CERT (as opposed to the Government CERT) and, in case of cyber emergency,
they have to implement the measures prescribed by the NSA. Private sector operators of Cll have yet
more obligations (see 0).

The role of the National CERT is performed by the CSIRT.CZ, which is a team operated by CZ.NIC,
which is the country code top-level domain trustee and a private law association of ISPs, domain name
holders and registrars. The cooperation is based on a public law contract from 18 December 2015
between the NCISA and CZ.NIC. The funding of CSIRT.CZ is provided by CZ.NIC stakeholders, and
from research grants and funds; the role of the National CERT is performed free of charge.*”

The NCISA also has an ‘agreement on government security programme’ with Microsoft, under which
the parties are able to share and exchange cyber security information, which means that the NSA has
access to Microsoft products source codes and documentation.“® A similar information exchange
agreement has been concluded with Cisco.*® Based on this memorandum of understanding, the two
entities share cyber threat information and exchange information on current cyber security trends and
best practices.

Cooperation between the NCISA and the universities is developing rapidly. The NCSC contributes to
cyber security courses, cooperates with university CERT/CSIRTs, and makes use of university cyber
infrastructure such as the cyber range of the Masaryk University.° Cooperation has also developed in
non-technical areas with joint courses on cyber security policies, open source intelligence analysis and
related subjects delivered by NCISA at partner universities in Brno, Olomouc and Prague.

Representatives of industry and academia were also closely involved in consultancy capacity during
preparations for the amendments to the national regulatory framework in 2017 and 2018. Specific
working groups were established to include sectoral authorities, liable entities and expert community to
provide comments and suggestions for new legislation.

46 Concept of the Build-up of the Armed Forces of the Czech Republic 2025, p. 17).

47 Vefejnopravni smlouva o zajisténi éinnosti Narodniho CERT a o spolupraci v oblasti kybernetické bezpecnosti
(only available in Czech).

48 ‘{NSA and Microsoft have signed a crucial agreement on information sharing and exchange’,

49 Narodni centrum kybernetické bezpe&nosti, ‘NBU a Cisco uzaviely dohodu o spolupraci v oblasti kybernetické
bezpetnosti’,

50
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Acronyms

AKIS

AP
BRS
Cll
CIRC
DNSSEC
1S
ISP
NCKB
NCKO
NCSS
NBU
NUKIB

OES
SME
VKB
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Agentura komunikaénich a informac¢nich systémui - Communication and Information
Systems Agency (CISA)

AKeEni plan — Action Plan

Bezpecnostni rada statu - State Security Council

Critical information infrastructure — Kriticka informacni infrastruktura (Kil)
Computer Incident Response Centre

Domain Name System Security Extensions

Important Information System — Vyznamny informacni systém (VIS)

Internet Service Provider

Narodni centrum kybernetické bezpectnosti — National Cyber Security Centre
Narodni centrum kybernetickych operaci — National Cyber Operations Centre (NCOC)
National Cyber Security Strategy — Narodni strategie kybernetické bezpectnosti
Narodni bezpecnostni ufad — National Security Authority (NSA)

Narodni ufad pro kybernetickou a informaéni bezpeénost - National Cyber and
Information Security Agency (NCISA)

operator of essential services — provozovatel zakladni sluzby (PZS)
small and medium enterprise

Vybor pro kybernetickou bezpe&nost — Committee on Cyber Security
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