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Abstract: If a nation wants to be a great cyber power, it must elabo-
rate a comprehensive national cyber strategy that will encompass
the changes brought out by cyber capabilities and interconnect
ed networks. This strategy must be conceived within a theoretical
framework that defines the essential concepts of the cyber domain.
To understand why this theoretical framework is vital to a nation's efficient
cyber power, we will analyze the national strategy developed by the United
States and the People’s Republic of China and set the limits of each strategy.

An analysis of the military approach to the cyber domain of the two nations
will show how these powers developed strong capacities and elaborated a
holistic doctrine that allows the armies to wage Network Centric Warfare;
after this statement, our analysis will lead us to consider the influence of the
political and economic regimes on the securitization of the cyber domain.

The limits of the actual strategies will help us demonstrate that the cyber
domain and its concept need to be clearly defined by the political, military,
economic and academic spheres to provide a theoretical framework; such a
framework, in the end, will help the governments adopting an efficient and
comprehensive national cyber strategy that will serve the nation’s interests
and economy.
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INTRODUCTION

Cyber attacks are emerging as one of the types of new threats nations will have to
face in future wars. Cyber conflicts are becoming part of more traditional conflicts,
and digitalized nations have to elaborate a response plan to secure their networks
and the nations’ interests against the growing cyber threat. This response plan has
to encompass every area affected by cyber conflicts, which pretty much represents
all the most important sectors of modern societies as they all deeply rely on digital
infrastructures and, therefore, face greater cyber attacks with strong consequences.

Because of its sole nature cyberspace cannot be controlled, even by an international
organization such as NATO - the complexity of this man-made domain makes its
dominance arguably impossible (Kramer, 2009). However, there are some steps gov-
ernment officials, military chiefs and policymakers must take to fully understand
the issues and the consequences cyberspace and cyber conflicts have on interna-
tional relations and modern societies, and try to regulate its use as well as secure
their national networks.

One important step governments must take is the elaboration of a comprehensive
national cyber strategy in which national interests would be protected and political
objectives pursued. This strategy should provide a global evaluation of the environ-
mental modifications cyberspace and cyber capabilities have created, and shall be
derived from a theoretical framework that identifies the existing cyber concepts and
from which the political objectives can be identified.

Such a theoretical framework is vital to understanding the cyber domain and devel-
oping relevant policies that will allow “digitalized” nations to secure their networks.
Like all other new technologies, the cyber domain has created military strategy
modifications that impact the global interactions between nations as it affects the
very character of war (Cebrowski & Garstka, 1998). In this context, understanding
the modifications of the threat perception and what security means in cyberspace
will provide an answer on how to secure cyberspace. Because the goal for the gov-
ernments is to secure their networks and build offensive and defensive cyber ca-
pacities, there has to be a theory that defines all the different concepts that exist
and cohabit in the cyber domain: cyber attack, cyber threat, cyberwar, cyber crime,
cyber espionage, and cyber conflict.

The theoretical framework has to conciliate diverging opinions and define the com-
mon vision nations have on the cyber domain and its concepts to provide a compre-
hensive analytical framework to the decision-makers.

This is a hard task because nations have different national interests and rules that
drive their societies. The government must therefore conciliate numerous securities



Vincent JOUBERT

interests in cyber security, a terrain in which multiple discourses and securities
compete (Hansen & Nissenbaum, 2009, 8), and all the referent objects are inter-
twined.

To understand why a theoretical framework that defines the cyber concepts and
their meaning for national cyber security strategies is vital, we will undertake an
analysis of the United States’ [US] and the People’s Republic of China’s [PRC] ap-
proaches regarding cyberspace.

We will first analyze the United States’ cyber strategy by looking at its military
doctrine and strategy on cyberspace, the internal organization, the government’s
role and implication. In a second part, we will proceed with that of the PRC; we will
look at how Chinese military strategists have developed a modern doctrine which
includes the cyber capabilities in their traditional military doctrine, and then see
how the closed nature of the Chinese political regime has allowed the central gov-
ernment to maintain rigid control over China’'s national networks. The conclusion
of this paper will emphasize the limits of both types of cyber security approaches;
our former analysis will lead us to question the impact of the governmental regime’s
nature on national cyber strategies, and to demonstrate the need for a theoretical
framework for cyberspace and cyber concepts in order to better understand and
manage future cyber conflicts.

1. THE UNITED STATES’ LOSS OF
CONTROL

The cyber domain as we know it today is the technical development of an American
invention which was designed to exchange knowledge through the US in a very
short time. The scientists who created the ARPANET network back in 1969 did cer-
tainly not imagine the possibilities they initiated then.

As the technologies improved, the United States and the world discovered the power
of computers and networking; today, modern societies - the US on top - relies deeply
on digital infrastructures and networks, and faces the possibility of being under
cyber attack. The United States may even be more at risk for they are the primary
world power and therefore are the target of many opponents. For the last twenty
years though, the United States has failed to devise a strategy that would enable the
nation to counter the new cyber threat and protect the American interests.
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1.1 AN IDEALISTIC VISION OF WAR

“Our assessments of conflict scenarios involving state adversaries pointed to the
need for improved capabilities to counter threats in cyberspace—a global domain
within the information environment that encompasses the interdependent networks
of information technology infrastructures, including the Internet and telecommuni-
cations networks. Although it is a man-made domain, cyberspace is now as relevant
a domain for [Department of Defense] DoD activities as the naturally occurring do-
mains of land, sea, air, and space. There is no exaggerating our dependence on DoD’s
information networks for command and control of our forces, the intelligence and
logistics on which they depend, and the weapons technologies we develop and field.
In the 21st century, modern armed forces simply cannot conduct high-tempo, effec-
tive operations without resilient, reliable information and communications networks
and assured access to cyberspace” (Quadrennial Defense Review Report, 2010, [QDR
report]).

This is how the Department of Defense qualifies the growing relation between the
US army, modern conflicts and cyberspace. The presence of a section specifically
dedicated to cyberspace in the QDR Report is quite significant and reveals the im-
portance the highest ranked military officials give to this domain (William J. Lynn
111, 2010). Both the inclusion of a section in the QDR report and the increasing bud-
get attribution make it clear that the US government has decided to enhance its
capacities that will provide the nation with appropriate network defense.

The growing attention given to cyberspace can easily be understood by a simple
analysis of the current US military doctrine. As the QDR report determines and
expresses the defense strategy of the United States and establishes a defense pro-
gram for the next 20 years (US State Code, 2004), it provides the government with
a comprehensive definition of US strategic objectives and identifies the threats the
United States could face in the future. Since the 1990s, the importance given to the
technology as a vital tool to improve the army’s operations’ efficiency has led to the
concept of the Revolution in Military Affairs [RMA], which was defined in 1993 by
M.J. Mazarr as fundamental progress in technology or in doctrine or in an organi-
zation that renders the actual way of waging war obsolete. The RMA concept was
based on four major concepts that would lead the US army to rethink its organiza-
tion and to give technology tremendous importance. Those concepts are: informa-
tion dominance, disengaged combats, synergy, and civilianization of conflict. Like
we said, technology development had a huge impact on the elaboration of the RMA
doctrine; taken as a whole, the RMA encompasses three components: the techno-
logical component manifested by the development and the use of new Information
Technologies, the organizational component manifested by the army’s command
jointness, and the conceptual component in which technology has given rise to a
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major military concept, the Effect-Based Approach to Operations [EBAO]. The EBAO
concept is seen as “a process for obtaining a desired strategic outcome or ‘effect’
on the enemy through the synergistic and cumulative application of the full range
of military and non-military capabilities at all levels of conflict” where an effect is
“the physical, functional, or psychological outcome, event or consequence that re-
sults from specific military or non-military actions” (USJFCOM, 2010). It basically
analyzed battlefields as a system in which the US army defined the most sensitive
points that would blind and deafen the adversary and therefore render him unable
to wage war (Coquet, 2007).

Following the RMA logic, Donald D. Rumsfeld, then Secretary of Defense, began the
US Army's Transformation in 2001, this transformation would modify the American
army and forge the ideas that would allow the United States to face future threats,
by deeply reorganizing the army’s structure and focusing on technologies’ use to
win future conflicts. This technology-centered approach is very typical of American
culture; US Army leaders have always considered technology as the key answer to
new threats and have developed an almost religious-like trust in it (Henrotin, 2008).

The development of Information Technologies and the fast spread of the Internet
network contributed to the rise of a new kind of warfare such as Information Op-
eration [I0] and Network Centric Warfare [NCW]; as the essential component of
the EBAO concept and a central component of the RMA, information itself became
essential to control in order to win modern wars. Those wars are tightly linked with
the capacity for the US Army to achieve full-spectrum dominance in its operations,
and the relation between 10 and cyberspace was made clear in Joint Publication
3-13 when defining 10 as: “the integrated employment of the core capabilities of
Electronic Warfare, Computer Network Operations, Psychological Operations, Mili-
tary Deception, and Operational Security in concert with specified supporting and
related capabilities, to influence, disrupt, corrupt or usurp adversarial human and
automated decision-making while protecting our own”. Some authors think it is er-
roneous to equate cyberspace with IO though; they rather view cyberspace as a
critical aspect of the global information environment through which information
operations are conducted, but not as the entire environment (Khuel, 2010; England,
2008).

Cyberspace and cyberwar offer unprecedented possibilities to military society, be-
cause modern societies rely deeply on networks and digital infrastructures, and
moving warfare in cyberspace would give rise to new kinds of threats and new kinds
of attacks. Cyberwar perfectly matches the idealistic RMA's vision of war in its pos-
sibility to wage a fast, long-distance and conclusive war with no casualties and little
collateral damage (Henrotin, 2008).

Unfortunately, even if the networks are nowadays omnipresent the idealistic vision
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of war as wanted in the RMA does not mirror the reality of conflicts. The tech-
nological answer NCW was supposed to provide to any kind of conflict faced the
harsh reality of the vital importance of the human aspect of war (Wilson, 2007).
The disillusions created by the tactical and strategic difficulties the US Army faced
in the Afghanistani and Iraqi conflicts did not stop the army’s organizational and
doctrinal adaptations; both the Navy and the Air Force took action to improve their
capabilities to operate in cyberspace, and the Army and the Marine Corps are also
developing concepts and capabilities for cyber operations (Khuel, 2010). Cyberspace
represents a new domain and strategists face the challenge to integrate its capabili-
ties with other elements and instruments of power. Such can be achieved by drafting
a national cyber strategy that would define the political objectives, be integrated in
the broader national defense strategy, and which would be a strategy of partnership
with all the actors present in cyberspace. This is precisely what the United States
has failed to do.

1.2 A POLITICAL AND ECONOMIC EXPLANATION
OF THE FAILURES

Nearly every day the United States is discovering new threats and attacks against
the country’s networks. Inadequate cyber security and loss of valuable data have
inflicted considerable damage to US national security (CSIS, 2008).

Over the last two decades, the presidential administrations have recognized the stra-
tegic importance of cyberspace; governmental measures like the Presidential Deci-
sion Directive/NSC-63 (Clinton administration, 1998) and The National Strategy to
Secure Cyberspace (The White House, 2003) have been taken to maintain the US's
competitiveness in this domain, yet the latest officials’ reports reveal a real problem
of coordination between federal agencies that are in charge of the US networks’ se-
curity (GAO-10-338, 2010; McAfee report, 2009). Several simulation exercises were
made to evaluate the US cyber defense capabilities such as Cyberstorm I & II, and as
for now, the results point out a worrying absence of coordination, task appointment
and clear hierarchy between federal agencies (GAO-08-825, 2008). When writing
this paper at the very beginning of 2010, there were eight agencies in charge of
protecting and defending US networks and vital digital infrastructures; global US
networks cannot be efficiently managed if those agencies have overlapping and
uncoordinated responsibilities for cyber security. The bureaucratic disputes that
can occur between some agencies will also increase delay and inefficiency in the
response to a cyber attack and will be damageable to the whole US network (Hal-
perin, Clapp, 2006). Following the 60 Days Cyber Policy Review’s recommendations,
Barack Obama appointed Howard A. Schmidt New Cyber Coordinator last Decem-
ber; this is a first step in improving the coordination and the collaboration between
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those agencies, hence reducing the vulnerabilities on the networks and improving
cyber security. Disorganized federal management of cyber attacks is truly harmful
to the US networks’ security and can be modified with a clear and holistic mission
order established by the White House.

Securing the US’s critical digital infrastructures cannot be done only by federal
agencies though, for the majority of the network is designed, owned and used by
private companies. Private sector interests and national security challenges are
therefore intertwined in the cyber domain and the government has to find the right
balance to involve these companies in building strong cyber defenses without cre-
ating obstacles to their business. The public and the private sectors have different
objectives and different budget management, and where the public sector will spend
more money on securing the networks to avoid intrusions or attacks, the private
sector will be more likely to think in terms of profits and business expansion at the
expense of security improvement (Cyber Policy Review, 2009).

There is little doubt that cyberwarfare will have a significant impact on the private
sector, but the roles and responsibilities remain unclear in case of a conflict and
neither the government nor the private sector will benefit from this situation. Com-
panies that design and produce software will have to play a role in cyber security,
but the limits of their responsibility and the exact nature of their role in detection
and response are not specified and nobody can provide an answer on that specific
point (McAfee, 2009).

The recent cyber incidents show that deregulation has proven its inability to create a
safe and secured cyber environment because self-regulation obviously did not work.

The absence of regulation in today’s cyberspace represents a great danger to cyber
security. The intellectual heritage of deregulation of the last administration leaves
a continuing feeling that regulation is an obstacle to free-market economics and in-
novation and is not a solution to improving cyber security. Some comparisons with
other regulated areas aim to prove that regulation is a danger for innovation and
not the key to a secure cyberspace. The key argument of deregulation partisans is
that regulation will impose certain standards and forbid experimentations, which is
a vital aspect of competitiveness and free-market economics (Harper, 2009; Lewis,
2009). The pro-regulation answer is that regulation is not always bad for develop-
ment of the market and innovation in a society where security and safe products are
highly demanded. Therefore it would be adequate to ask private companies for more
security standards in the cyber products and services they provide, and the com-
panies could manage to find in security competitiveness new market opportunities.
Regulation must not be overly prescriptive, but looking at the actual cyber environ-
ment, regulation will be better than no regulation at all (Lewis, 2009).
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Here the US government faces a problem that is directly linked to the economic
regime of the country; the economic principles that drive the American market em-
phasize individual freedom and market freedom and free enterprise that have not
precluded a major role for the government (United States Information Agency, 1992).
However, the threats created by cyberspace might affect the whole of US security
and the economy if the status quo is maintained. The government will have to work
in close collaboration with the private sector to find a solution that won't affect those
pillars of American state power.

Another problem that inhibits efficient collaboration between the public and the
private sectors is about privacy points; this concern tends to restrain the private sec-
tor from automatically sharing information with the federal agencies to strengthen
security on their networks. Industry has also expressed reservations about disclos-
ing to the Federal government sensitive or proprietary business information, such
as vulnerabilities and data or network breaches (Cyber Policy Review, 2009). The
private sector believes that sharing a vulnerability with the government authorities
might expose their company to potential economic disadvantage, for their custom-
ers would not trust the company and therefore deal with the competitor. A vulner-
ability disclosure would financially affect their business so the company will try to
manage the problem alone, hiding the attack and not alerting the authorities.

The government must take a strong decision to conceal those concerns and tighten
private-public sector collaboration. An efficiently secured global network cannot be
possible without it. China, on the other hand, does not face such a problem.

2. THE PEOPLE’S REPUBLIC OF CHINA'S
INFORMATION WARFARE STRATEGY

The People’s Republic of China (PRC) developed an Information Warfare (IW) strat-
egy a decade ago to leapfrog the technological-military delay they had vis-a-vis the
United States. When looking at the PRC’s actual cyber capabilities, you can easily
come to the conclusion that the strategy they elaborated and established was a suc-
cess.

2.1 CHINESE MILITARY STRATEGY THINKING

The Chinese strategic mind-set differs markedly from that of the US. The People’s
Liberation Army’s (PLA) officers and military strategists have developed specific
concepts that guide the strategic choices of the PRC and that led the PLA to conduct
its own Revolution in Military Affairs.
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Even though the Chinese don't use the word cyber in their lexicon to qualify the
new technologies and rather talk about informatization, one must not be misled
here; they are talking about cyber capabilities and cyberspace to wage information
warfare (Thomas, 2009).

An ongoing critic of the Chinese military doctrine regarding information warfare
is that it is not really a Chinese doctrine; the literature on this subject describes
the strong similarities of the Chinese Information Warfare strategy with that of
America (Mulvenon, 1999). Ten years ago, some of the most respectable American
researchers stated that the PLA did not have a coherent information warfare doc-
trine, nothing compared to the US’'s writings on the subject, and that even though
the PLA's capabilities were growing, they did not match their strategies. Since then,
opinions have changed as the PLA developed a coherent doctrine and the matching
capabilities (Gertz, 2009).

Two of the most important and influential Chinese military strategists, Li Bing-
yan and Dai Qingmin, characterized the modifications cyber capabilities brought
to modern conflicts. They both agree on the fact that the perception of war has
changed and that the strategy must therefore be adapted to these changes; Chi-
nese military strategy should absorb new methodologies such as cybernetics and
information theories but also integrate them to ancient military stratagems. A new
strategy that includes cyber capabilities will also give the PRC the opportunity to
use asymmetric means against more powerful nations such as the United States (Li,
2004; Dai, 2002). In other words, cyberspace gives new tools to the PRC that they
can use to improve their military assets and capabilities that could eventually chal-
lenge greater nations.

One of the most important writings that had a huge impact on the PLA's approach
to new types of conflicts created by new technologies, The Science of Military Strat-
egy, written and published in 2001 by Peng Guanggian and Yao Youzhi, two major
PLA's generals, elaborated strategic analyses and offered a holistic definition of the
modern Chinese strategy.

The main point discussed in the book that defines the broader concept of the Chi-
nese strategy is the Science of Strategy (SOS); the US has not yet defined this concept
but the authors see it as a military science characterized by politics, antagonism,
comprehensiveness, stratagem, practice and prediction (Thomas, 2007).

A detailed analysis of The Science of Military Strategy made by Lieutenant Colo-
nel Timothy L. Thomas (2007) reveals the major differences between the Chinese
and the Western strategies and makes it clear that Peng and Yao's work provides a
deep theoretical analysis of the Chinese strategy. Thomas describes how the SOS is
divided into two categories, the basic theory of strategy and the applied theory of
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strategy which both contribute to the elaboration of the broader concept of the PLA's
military strategy using its cultural legacy and incorporating technology to fight fu-
ture wars. Those elements reveal the essence of the Chinese strategic elements and
therefore give us a good comprehension of their strategic mind-set (Thomas, 2007).

“Chinese military planners studied the high-tech experiences of US forces to exam-
ine the effects of information technology on military strategy and future warfare”
says Thomas, and they came to the conclusion that war and strategy “have never
been changed so dramatically and profoundly” (Thomas, 2007, p. 54). Peng and Yao
even say that dramatic developments in the practice of wars urgently require new
theoretical explanations about the emerging situation (Peng and Yao, 2001).

In 2007, the China National Defense News defined cyberwarfare as a “struggle be-
tween opposing sides making use of network technology and methods to struggle
for an information advantage in the fields of politics, economics, military affairs, and
technology”. Cyberwarfare is an important means of achieving control of networks,
which is a vital aspect of China’s information operations’ theory. Control of networks
requires broad reconnaissance and espionage activities during peacetime to know
the enemy and to provide the Chinese with the possibility of preemptive attacks.
The emphasis on an active offense is one of the most important points on which the
Chinese strategists insist for they consider a defense-only attitude to be irrelevant
in information warfare. This is also a major shift in the Chinese military doctrine
for they traditionally adopt a strategy of active defense and it shows that Chinese
strategists have found a new scope for the PLA's operations in information warfare
(Thomas, 2009).

Chinese strategists have theorized the transformation of modern conflicts by analyz-
ing the new capabilities involved and the impact they had on warfare. Consequently,
they adapted the Chinese military strategy to those changes by incorporating new
technologies to ancient stratagems. Where US strategists seek a technological solu-
tion, the Chinese rather use stratagems and strategic sophistications. The Chinese
strategy hence gives us a very interesting approach to cyberspace and indicates
that theoretical work is an essential step for an efficient military doctrine that will
provide the army with a holistic understanding of cyberspace.

2.2 A GOVERNMENTAL CIVIL STRATEGY

The PRC’s officials have long considered the Internet and information technologies
as a lever to the PRC's economic modernization and as a tool to maintaining its inter-
national competitiveness. They assumed they needed to integrate the information
and communications technologies to Chinese society and started an informatization
process back in the 1990s (Foster & Goodman, 2000).
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This process was established by the central government and was part of a broader
strategy to develop a knowledge-based economy, which relied on a series of “Golden
Projects”. The main objective of those projects was to build a national information
network that would facilitate the economic modernization of the PRC, develop in-
formation and communications technologies, and interconnect the PRC’s states to
allow better interaction and control of the central government upon the other de-
partments (China Internet Network Information Center, 2006).

This vast project was divided in three stages that would progressively build the
national PRC’s cyber capacity. The first stage was the establishment of physical in-
frastructures and digitalization of information in databases to provide the central
government with knowledge of international commercial transactions and the abil-
ity to communicate with the Party’s officials; the second stage centered its improve-
ments on the PRC’s economic and financial areas and education, and the last stage
focused on the other economic areas that were not digitalized - enterprise, agricul-
ture, health, information, housing, and manufacturing of communications devices
(Lovelock & Ure, 2002).

The establishment of an “e-government” reveals the proactive Internet management
strategy of the central government where they use the Internet as a lever to modern-
ize and develop the national economy and keep international competitiveness but
also as a tool to promote the Party’s ideas, to fight existing corruption and to interact
with the population (Foster & Goodman, 2000).

A plan such as the Golden Projects is part of the broader national cyber strategy
to set up control over the national networks. The different Party leaders took the
necessary steps to establish a governmental strategy that would modernize Chinese
society and lead the nation to become one of the most influential in cyberspace.

The Golden Projects allowed the PRC to become the nation with the most Internet
users today and one of the most active in terms of cyber capabilities’ use. The nation
continues to develop its networks through plans that will bring information and
communication across the whole country (CINIC report, 2009); even though the
technical challenge is great, this interconnectivity development follows the strategy
established by the central government and will be used as a way of controlling the
population.

The PRC has released in 2006 the 2006-2020 State Informatization Development
Strategy in which it set forth China’s goals in informatization development for a
15-year period. Among those objectives, the PRC is willing to become independent
in innovation of information technology in order to boost the research and develop-
ment as well as the manufacturing sectors, and the strategy also emphasizes orient-
ing the national economy and society toward information to develop those sectors; it
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also calls for a national information security system that would provide security and
control of the networks. The PRC has already begun doing so with the Kylin exploi-
tation system, which provides high-level security to the Chinese Internet network.

This cyber strategy established by the PRC aims to promote social and economic
development through informatization development of the entire nation. The PRC
clearly wishes to use cyber capabilities as a lever to meet the challenges and grasp
the opportunities arising in the economic, military, social and scientific areas. The
central government maintains its control over the networks by imposing strict rules
and regulations to the foreign companies that come and settle in China so that it
does not lose control over the population (US-China Economic and Security Review
Report, 2009).

To date, China has succeeded in building an advanced digitalized society that would
improve its economic profits and its society’s access to information and communica-
tions technologies while modeling this connected nation within the Party’s ideas
and guidelines.

The military theoretical works provided by the most influent strategists and the
establishment of a national cyber strategy allowed the PRC to fully integrate cyber-
space and its capabilities in Chinese society.

As aresult of this, China is quite arguably the greatest opponent to the United States
in cyberspace; it is not yet an enemy, but the recent events involving US firms and
the allegations of Chinese governmental intrusions only tend to tense the relations.
Moreover, the PRC is making significant moves to tie its cyber capabilities to its
strategic concepts and is taking a more active posture than that of the United States
(Thomas, 2009).

3. CONCLUSION

The United States and the People’s Republic of China are two nations that are com-
peting in cyberspace, testing their technologies and their strategies against each
other’s networks.

To better understand their vision of cyberspace and how the governments appre-
hend the cyber issues arisen from the growing cyber capabilities, an analysis of
each national strategy is necessary. We have seen that both countries have adapted
their military doctrine to this new strategic domain to ensure that they have the ca-
pacities to conduct network-centric warfare; the United States focuses on technology
where the PLA will include ancient Chinese stratagems to the existing technologies.
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A military strategy alone is not sufficient to acquire a holistic understanding of cy-
ber concepts though; modifying the national military strategies to adapt it to the
modifications the cyber domain created is an essential step but not an end. The
obvious reason for which a military solution alone is irrelevant in cyberspace is
because cyberspace is not confined to the military sphere - it reaches every sector
of modern societies.

The civil sphere is using cyberspace at least as much as the military; the entire
globalized economy relies on cyberspace and every digitalized nation has “comput-
erized” its vital infrastructure. The direct consequence of this strong dependence is
that the government has to provide cyber security to the whole nation to protect its
national and economic interests.

The United States and China have very different approaches to securitizing their
national networks. The difference resides in the political and economic regimes of
those nations, which define the government implication in control and protecting
the networks and digital infrastructures of the country:.

The Chinese Communist regime gives the central government the capacities to
control and conduct repression measures on the party’s dissidents. Because of this
strict control on the Internet and infrastructures as well as on innovation and de-
velopment programs, Chinese information technology and networks look safer than
other networks in other countries; but the security those networks enjoy is closer to
censorship than to an effective securitization of cyberspace. Chinese networks face
the same types of attacks as the US, and security in Chinese cyberspace may not be
this elevated.

The democratic regime and liberal economy of the United States have allowed the
country to develop a strong economy and design high technologies that are the
structural elements of cyberspace, but because the vast majority of the networks is
owned by private companies the government cannot impose arbitrary regulations;
the problem here is to balance the privacy rights owned by the private sector — mar-
ket freedom, information privacy - with the security vulnerabilities that threaten
the national power. A closer collaboration with the private partners associated with
a privacy guarantee would benefit both the private and public sectors.

This collaboration has to be completed with an essential step; there is no consensus
on those notions that are the fundamental concepts defining cyber threats today;
this will inevitably lead the policies to failure. No single national strategy will be
efficient until the expectations on these fundamental security concepts are clearly
defined. To provide a better understanding of cyberspace and cyber threats, the
nations must elaborate a theoretical framework in which the essential concepts are
analyzed and explained to the decision-makers.
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The multiplicity of actors in cyberspace creates complex interactions and expecta-
tions that are not necessarily the same, diverging from one actor/referent object
to another. The first step is the appropriation of the military strategic modifica-
tions arisen from the new capabilities created by cyberspace, which we find in both
the US and Chinese military doctrines. Once these new capabilities have been fully
understood, the government must define the meaning of the new security and stra-
tegic issues created, which are here the main cyber concepts: cyber threats, cyber
security, cyber espionage, cyber attack, and cyberwar. Theorizing the cyber domain
requires identifying the actors that are the referent objects, and linking the different
security discourses to provide a securitization framework (Hansen & Nissembaum,
2009).

The semantic appropriation is also essential to clearly define thresholds and avoid
any undesired escalation of violence. Once the government has adopted definitions
of cyber concepts, it should integrate these notions in a comprehensive national
cyber strategy, in which it will work with the appropriate actors to meet the political
objectives it defined in the earlier step. The elaboration of such a theoretical frame-
work is absolutely vital for better appropriation of the cyber domain.
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