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Abstract: Synchronised kinetic and cyber operations across domains that
present ‘multiple dilemmas’ are a fundamental tenet of multi-domain oper-
ations. Recent practice and study of the battlespace use of cyber capabilities
in conjunction with kinetic operations, however, have shown the difficulties
in creating joint effects due to insufficient synchronisation of operations or
lack of coordination and control of cyber effects. This paper outlines three
requirements needed to conduct integrated cyber and kinetic operations in
a future high-intensity conflict involving NATO and a near-peer adversary:
firstly, an internet of military things (IoMT) in conjunction with an artifi-
cial-intelligence (AI)-enabled command and control (C2) capability for in-
tegrated cyber and kinetic operations; secondly, multi-domain formations
integrated with cyber commands or their respective organisational equiv-
alents for coordinated theatre-wide cyber campaigns; and thirdly, a cyber
mission command doctrine based on decentralised decision-making and de-
centralised execution to enable an accelerated operational pace. The analysis
presents three comparative country studies— the US, UK and Germany— to
assess the status of the integration of cyber capabilities into multi-domain
warfighting concepts for high-intensity conflict in 2030. It also offers a pre-
liminary set of recommendations on technical capabilities, new organisa-
tional structures and doctrinal changes required to facilitate the better inte-
gration of cyber with kinetic capabilities.
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1. INTRODUCTION

Among NATO member states, the US has taken the lead in developing
multi-domain operational concepts.! These are eventually expected to be
adopted into formal doctrine in all military service branches and are built
around synchronised combined arms operations across all five warfighting
domains (including cyber and space); as well the electromagnetic spectrum.
The US Army has designated its version of this new operational concept
‘Multi-Domain Operations’ (MDO) (TRADOC, 2018). The US Air Force, Navy,
and Marine Corps are working on related concepts, and the Joint Chiefs of
Staff are expected to publish a new overarching Joint Warfighting Concept
for All-Domain Operations by the end of 2020 integrating the separate ser-
vice approaches (Goure, 2019; Clark, 2020). The US’ NATO allies, including
the UK and Germany, have also begun the development of similar operation-
al concepts (Kommando Heer, c.2017; Gerhartz, 2020).

Straddling all five warfighting domains,> cyberspace is not merely the con-
nector of all systems, but also a weapons platform in itself, since cyberspace
environments can be altered to allow for various vectors of attack on the ad-
versary in ways that natural physical environments cannot. Synchronised ki-
netic and cyber operations across domains that present ‘multiple dilemmas’
are a fundamental tenet of multi-domain operations (Taylor & Kay, 2019).3
Over the past decade, the US has pioneered the practical battlespace use of cy-
ber capabilities in conjunction with kinetic operations, notably in operations
conducted against Islamic State (also known as ISIL and ISIS). Though most
details remain classified, US Cyber Command’s Joint Task Force Ares (JTE-
Ares), established in the first half of 2016, is known to have synchronised
its capabilities with kinetic battlefield operations, most notably in Operation
Glowing Symphony (OGS) (Martelle, 2018; Martelle, 2020), established to
‘contest ISIL in the information domain’. Cyber Command has responsibility
for coordinating its synchronisation with kinetic offensive operations con-
ducted by other commands (US Cyber Command, 2016). Though character-
ised as a success, heavily redacted briefing documents suggest that signifi-
cant challenges were encountered, and lessons learned in the deconfliction
and engagement process. In particular, JTF-Ares cyberattack operators were
required to undergo a further target vetting and deconfliction process after
Combatant Command had formally designated a target for cyberattack, pre-
sumably complicating the engagement of time-sensitive targets (US Cyber
Command, 2017; Martelle, 2020).

! No agreed definition of multi-domain operations among NATO member states exists.
Multi-domain operations in this paper are defined as coordinated and synchronised com-
bined arms operations across all warfighting domains and services at and above the tactical
level that present multiple complementary threats to a great power adversary.

2 No clear definition of domain exists among NATO member states (Townsend, 2019).

3 For the sake of consistency, this paper will refer to all military operations built around
synchronised combined arms operations across all five warfighting domains, the electro-
magnetic spectrum, and across service branches, as multi-domain operations and will use
the MDO acronym only in reference to the US Army’s narrower concept.
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Several recent academic and military studies of the battlespace use of cyber
capabilities in conjunction with kinetic operations demonstrate the difficul -
ties associated with creating joint effects due to insufficient synchronisa-
tion of operations or lack of coordination and control of cyber effects (Met-
calf & Barber, 2014; Kostyuk & Zhukov, 2017; Rothstein & Saltzman, 2019).
A key challenge thus exists in the effective integration of conventional ki-
netic operations with cyber, space and information operations in the future
battlespace. Further challenges identified as associated with multi-domain
operations include the necessity of a secure and reliable cloud communica-
tion network; the need for highly trained personnel in command and control
(C2); integration of allied capability; and stress exerted on the C2 structure
(Rothstein & Saltzman, 2019).

Despite the apparent centrality of cyberspace to future high-intensity con-
flict, there has been little unclassified analysis of the specific technical,
organisational and doctrinal requirements for the effective integration of
cyber capabilities into multi-domain operations in future high-intensity
warfighting scenarios (for some exceptions, see: Bonner, 2014; Reilly, 2016;
McArdle, 2019; Rothstein & Saltzman, 2019). While literature exists explor-
ing the organisational integration of offensive cyber capabilities (OIOCC)
within national security structures (Smeets, 2018) and on kinetic and cyber
operations in wartime (Kostyuk & Zhukov, 2017), the integration of kinetic
and cyber strike capabilities for conventional warfighting has not formerly
been addressed.

2. AIM

This paper will first analyse the conceptual origins of multi-domain opera-
tions before outlining the three requirements judged necessary for conduct-
ing integrated cyber and kinetic operations in a future high-intensity con-
flict involving NATO and a great power adversary in 2030: Firstly, an internet
of military things (IoMT) in conjunction with an Al-enabled C2 capability for
integrated cyber and kinetic operations; secondly, multi-domain formations
integrated with cyber commands or their respective organisational equiv-
alents for coordinated theatre-wide cyber campaigns; and thirdly, a cyber
mission command doctrine based on decentralised decision-making and de-
centralised execution to enable an accelerated operational pace.

The analysis will then present three comparative country studies— the Unit-
ed States (US), United Kingdom (UK) and Germany—to assess the status of
the integration of cyber capabilities based on the three identified require-
ments into multi-domain warfighting concepts for high-intensity conflict
in 2030. These three countries were selected because they are among the
largest military powers in the NATO alliance, and each publicly acknowledg-
es the possession of offensive cyber capabilities. All three have also begun
the development of operational concepts around or similar to multi-domain
operations. The analysis will also offer recommendations on technical ca-
pabilities, new organisational structures, and doctrinal changes required to
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facilitate the better integration of cyber with kinetic capabilities. The paper
will not attempt to present a comprehensive set of capability requirements,
nor will it address future multi-domain operations in their entire range and
scope. Rather, it will confine itself to some of the technical, organisational
and doctrinal capabilities judged to be necessary for the opening stages of a
conventional high-intensity conflict between peers and near-peers after the
breakdown of deterrence, and exclude what the Joint Chiefs of Staff (2019)
refer to as ‘competition below armed conflict’ (Morris et al., 2019).

3. MULTI-DOMAIN OPERATIONS AND CYBER

The historical origins of the multi-domain operations warfighting con-
cept are rooted in the US Army’s AirLand Battle doctrine, first introduced
in 1982 (Skinner, 1988). This multi-dimensional doctrine, updated in 1986
and 1993, focused on integrated, joint air and ground manoeuvre supported
by long-range precision-guided munitions to defeat Soviet forces in Central
Europe. NATO adopted the tenets of AirLand Battle for its Follow-On-Forc-
es Attack Concept. AirLand Battle was considered an important contributing
factor in the overwhelming allied victory during Operation Desert Storm in
1991 (Paquin, 1999), which was, in turn, instrumental in shaping the Chi-
nese People’s Liberation Army’s (PLA) perception of future warfighting,
triggering doctrinal changes and a concerted modernisation effort (Defense
Intelligence Agency, 2019). However, Russian and Chinese military reforms
in the 2000s—particularly the PLA’s adoption of the ‘informationised war-
fare’ concept and Anti-Access/Area Denial (A2/AD) systems, Russian mili-
tary modernisation efforts, and subsequent Russian operations in Ukraine in
2014 —convinced US military leaders that AirLand Battle doctrine was obso-
lete. In 2015, Deputy Secretary of Defense Robert Work tasked the US Army
with the development of ‘AirLand Battle 2.0’, which served as the institu-
tional impetus to develop first the Multi-Domain Battle (MDB) concept and,
subsequently, the MDO concept (McCoy, 2017; Johnson, 2018).

The importance of MDO for future NATO warfighting is twofold. Firstly, as
the most comprehensive and advanced multi-domain concept of all US ser-
vice branches, it is expected to constitute the foundational element of the
new Joint Warfighting Concept for All-Domain Operations (Hoehn, 2020).
Secondly, it is expected to influence the development of operational concepts
and doctrine around multi-domain operations of NATO allies, in a similar
manner to the influence of AirLand Battle on the Follow-On-Forces Attack
Concept in the 1980s, although there are numerous capability gaps and pol-
icy challenges that need to be addressed first (Watling & Roper, 2019). Ac-
cording to the concept note, MDO has been developed to solve the problem
of ‘multiple layers of stand-off in all domains—and, sea, air, space and cy-
berspace — to separate US forces and our allies in time, space and function in
order to defeat us’. The solution to this is:

the rapid and continuous integration [emphasis added] of all
domains of warfare to deter and prevail as we compete short
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of armed conflict. If deterrence fails, Army formations, op-
erating as part of the Joint Force, penetrate and disintegrate
enemy anti-access and area denial systems; exploit the re-
sulting freedom of manoeuvre to defeat enemy systems,
formations and objectives and to achieve our own strategic
objectives; and consolidate gains to force a return to com-
petition on terms more favourable to the U.S., our allies and
partners (TRADOC, 2018: p. i, iii).

The underlying idea of MDO is thus deeper integration of capabilities across
domains (also referred to as ‘cross-domain synergy’) to achieve conver-
gence of time, space and capabilities to conduct independent manoeuvre and
employ cross-domain fires including integrated kinetic and cyber strikes
(TRADOC, 2018; Judson, 2020). Put otherwise, MDO is intended to accelerate
the closing of the US Armed Forces’ kill-chain, while simultaneously break-
ing the enemy’s (Brose, 2020). Operational speed is vital in that regard and
can only be guaranteed through the effective integration of separate battle
networks into a system of systems architecture. Such an architecture will
require sophisticated cyber defence and also narrow Al-enabled C2 capa-
bilities to coordinate, deconflict and synchronise military operations across
domains; for example, a coordinated and synchronised attack against an ad-
versary C2 node via cyberspace, air and the electromagnetic spectrum. Cy-
berspace would thus not only be the key enabling domain for coordination
and integration operations, but also an attack vector. Notably, in the US Air
Force’s Doolittle Series wargames, the centre of gravity for multi-domain
operations was identified as the ability to create accurate and shared bat-
tlespace awareness, which, according to the joint force commander in the
exercise, depended principally on protecting intelligence gathering systems
and maintaining the security of C2 networks, both of which are dependent on
cyberspace as their connector and integrator (Rothstein & Saltzman, 2019).

4, THREE REQUIREMENTS FOR EFFECTIVE
INTEGRATION OF CYBER OPERATIONS INTO MULTI-
DOMAIN OPERATIONS

There are numerous technical, organisational and doctrinal requirements
necessary for the effective integration of cyber capabilities into multi-do-
main operations in future high-intensity warfighting scenarios. This section
analyses the three judged to be most essential: an IoMT for effective cyber
C2; integrated multi-domain formations; and a mission command doctrine
based on decentralised decision-making and execution. All three countries
discussed in this paper— the US, UK and Germany— are each working on at
least one of the three requirements.

A. Technological

At the technological level, an IoMT is desired in combination with an AI-
enabled C2 capability that enables the integration and synchronisation of
cyber and kinetic strike capabilities in multi-domain operations. An IoMT is

155



anetwork or system of interconnected computing devices including sensors,
weapons platforms, and data storage resources (Russell, Abdelzaher & Suri,
2019). It would thus theoretically collect and create vast amounts of shareable
data, which could be turned into actionable intelligence for cyberattack
packages. The IoMT would also enable the fast transfer of cyberattack
packages to, for example, aircraft to target enemy air-gapped systems via
the radio frequency (RF) spectrum (Theohary & Hoehn, 2019). The overall
synchronisation and integration of operations in other domains would
also require an Al-enabled C2 architecture also called an Al-enabled battle
management system embedded within an IoMT capable of presenting a
commander areal-time common operating picture that would include a cyber
and electromagnetic picture. In essence, an Al-enabled battle management
system in comparison to a conventional battle management system relies
on machine-learning algorithms to process big data from multiple sources
for C2 decision support in order to expedite the so-called dynamic observe,
orient, decide, and act (DOODA) loop cycle (Schubert et al., 2018).

An ToMT paired with an Al-enabled C2 capability would thus fulfil a key re-
quirement of multi-domain operations: information superiority in order to
enable faster and more effective decision-making in the battlespace. As one
analysis notes:

Effective cross-domain data-driven decision-making relies
on a precision balance between the right amount of infor-
mation, the right amount of time and the correct ability to
execute a choice. It is here where the [IoMT] complex sys-
tem-of-systems can deliver benefit to all the phases of de-
cision-making, regardless of context (Russell, Abdelzaher &
Suri, 2019: p. 729).

An IoMT may also enable a faster closing of the cyber kill-chain. Using the
seven phases of the Intrusion Kill-Chain Model, an IoMT would have its
greatest utility in the reconnaissance phase or in the faster identification
and selection of targets during multi-domain operations facilitated through
a common cyber and electromagnetic picture (Hutchins, Cloppert & Amin,
2010). Nevertheless, there remain various technical and security challeng-
es that need to be addressed before such a system can be operationalised,
including cryptographic security and the power it consumes from devices
(thereby reducing their lifespan) (Sfar et al., 2018; Eversden, 2020); military
cloud computing architectures that may not meet the demand of real-time
or near real-time battlefield awareness at the edge of a network, to which
fog computing may present a solution (Butler, 2018); and the sheer scale of
integration of large military formations (Kott, Swami & West, 2016).

B. Organisational

At the organisational level, the effective integration of kinetic and cyber
strike capabilities in high-intensity warfighting scenarios will require the
creation of multi-domain field formations which integrate battlespace intel -
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ligence, surveillance, reconnaissance (ISR) assets such as unmanned combat
aerial vehicles or low-earth orbit satellites with electronic and cyber war-
fare capabilities. This facilitates synchronised cyber operations in the tacti-
cal battlespace, and also fulfils the requirement of spatial proximity for tac-
tical cyber operations via the RF spectrum (Schulze, 2020a). Theatre-wide
cyber operations would require a delineation between tactical and strategic
offensive cyber operations for battlespace management purposes. However,
the multi-domain formation can be employed tactically or strategically. For
example, a multi-domain unit could make use of either tactical or strategic
intelligence assets (such as RF kit on the ground or a satellite) to gain access
to a network and facilitate delivery of a cyber attack; and the effect achieved
could also be either tactical or strategic. It may, for example, disrupt a sur-
face-to-air battery or theatre-level C2. Conversely, while strategic offensive
cyber operations would likely be authorised by national cyber commands el-
ements of which could be embedded with a higher echelon formation, they
could still be executed tactically. The multi-domain formation would also be
responsible for cyber preparation of the battlespace; that is, it may perform
activities akin to intelligence preparation of the battlespace, including the
probing of enemy networks, assessment of cyber defences and the assembly
of attack packages. Moreover, any cyber operation needs adequate prepa-
ration time. This is known as the ‘cold-start’ problem (Schulze, 2020a). As
Matthias Schulze notes, offensive cyber operations, require:

a huge logistical effort of keeping track of the status of im-
plants and especially how different attack vectors are inter-
twined or depend on each other. High-value targets, such as
critical infrastructures and command and control systems,
are often air-gapped and require specialized intelligence
to gain access. In many instances, this requires time-con-
suming social engineering in advance to gain a foothold on a
system (Schulze, 2020a: pp. 188).

The successful integration of all cyber operations embedded within a
multi-domain operating concept would be largely dependent on the close
coordination of cyber operations between national cyber commands and tac-
tical formations.

C. Doctrinal

At the doctrinal level, multi-domain operations require a mission command
doctrine emphasising decentralised decision-making and decentralised pre-
approved execution of integrated cyber strikes. Multi-domain operations,
including offensive cyber operations, entail significant synchronisation and
pre-planning. As several studies have noted, this can stand in fundamental
tension with lower-level initiatives based on mission command as it pre-
vents subordinates from seizing the initiative against the adversary at an op-
portune time in the battlespace:
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[if] the plan they [subordinates] are executing requires ex-
cessive synchronisation, then they will simply be unable to
exploit these opportunities when they arise for fear of de-
railing the operation and preventing the convergence of ef-
fects’ (Stafford, 2019: p. 96).

Should the technological capabilities for AI-enabled C2 sufficiently mature in
the coming years, a mission command doctrine centred around decentralised
planning and execution could nonetheless be realised under a multi-domain
operating concept. In addition to an Al-enabled C2 ability to deconflict and
synchronise operations across domains, key to an effective cyber mission
command doctrine during multi-domain operations is pre-delegated au-
thorisation to execute offensive cyberattacks at lower echelons of command.
In a high-intensity warfighting environment, communication links to high-
er command or strategic cyber assets may be degraded and disrupted and
individual commanders would have to have the appropriate C2 and authori-
sation to exploit opportunities in the cyber domain.

5. CASE STUDIES

The following three short case studies assess the current status of the three
described technical, organisational, and doctrinal requirements for effective
integration of offensive cyber capabilities into multi-domain operations.

A. United States

According to the forthcoming International Institute for Strategic Stud-
ies (IISS) comparative study of cyber military power, the US possesses the
world’s most advanced military offensive cyber capabilities. The US Armed
Forces represent the primary driving force behind the adaptation of opera-
tional concepts based on multi-domain operations for high-intensity war-
fighting. It is thus unsurprising that it leads development in all three cat-
egories, and appears most advanced in integrating kinetic and cyber strike
capabilities.

1) IoMT and Al-enabled C2 Capability
The US Department of Defense’s (DoD) Joint All Domain Command and Con-
trol (JADC2) concept aims to integrate the separate tactical networks of the
individual service branches of the US Armed Forces into one single network
linking every sensor to every shooter across all levels in an IoMT. According
to a recent Congressional briefing document, ‘JADC2 envisions providing a
cloud-like environment for the Joint force to share intelligence, surveillance
and reconnaissance data, transmitting across many communications net-
works, to enable faster decision-making’ (Hoehn, 2020). JADC2 envisions an
Al-enabled C2 capability for military commanders similar to the ride-shar-
ing service ‘Uber’ that provides real-time or near real-time situational
awareness of the battlespace and lists available capabilities in all domains for
the execution of mission sets. The DoD has tasked the US Air Force with de-
livering this technological capability in support of the JADC2 concept. For the
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past two years, it has been working on its Advanced Battle Management Sys-
tem (ABMS), which, according to a senior service official, represents the first
attempt by DoD to ‘build the Internet of Things for the military’ (Hitchens,
2020a; Rivers, 2020). ABMS consists of a set of six systems all concurrently
under development, ranging from cloud-based C2 and situational awareness
applications to sensor integration. ABMS has caused controversy with other
service branches as a potential future C2 platform for all services; for ex-
ample, the US Army raised a concern that it will face network scaling issues
(Hitchens, 2020b). The US Government Accountability Office (GAO) has also
raised concerns over ABMS technology and cost (US Government Account-
ability Office, 2020). Nonetheless, ABMS has shown initial some potential for
multi-domain operations in a number of recent demonstrations, including
providing Al-enabled C2 support and a real-time common operating pic-
ture—two key requirements for effective integration of offensive cyber and
kinetic operations across domains. While the specifics regarding the testing
have not been made public, reports suggest that they were part of scenarios
(Tucker, 2020; Hitchens, 2020c).

2) Multi-Domain Formations

The US Army’s concept note on MDO specifically calls for the creation of
multi-domain formations capable of independent manoeuvre and the em-
ployment of cross-domain fires (TRADOC, 2018). In 2018, the Army stood
up its first experimental Multi-Domain Task Force, the principal mission
of which is the degradation and penetration of Chinese and Russian A2/AD
bubbles (Freedberg, 2019). The heart of this task force is a new Intelligence,
Information Operations, Cyberspace, Electronic Warfare and Space Opera-
tions (ICEWS) battalion capable of defensive and offensive cyber operations
as well as ‘converging signals intelligence and electronic warfare as an op-
erational capability and space surveillance and effects’ (Thompson, 2019).
Notably, the battalion is not part of the joint Cyber Mission Force of US Cyber
Command, but rather falls under US Army Cyber Command (2020). Both the
Army and Marine Corps have been establishing stand-alone offensive cyber
units as part of their new multi-domain warfighting approaches, while the
Navy and Air Force continue to provide all of their offensive teams directly
to Cyber Command (Pomerleau 2019a; 2019b). The Army is also reorganis-
ing or creating new cyber and electromagnetic activities planning sections
at various headquarters, and standing up entire new units such as the 915th
Cyber Warfare Support Battalion (Stover, 2020). A GAO report (2019) high-
lights ‘staffing, equipping, and training challenges’ within such units. It is
unclear how precisely these new tactical units will integrate with the Cyber
Mission Force under US Cyber Command, and precisely what offensive cyber
capabilities they will have their disposal. Tactical and strategic offensive cy-
ber capabilities will be coordinated via Joint Force Headquarters-Cyber and
cyberspace operations integrated planning elements (CO-IPEs) attached to
regional combatant commands (US Army War College, 2020). However, the
exact mechanism including speed of decision-making for this is not publicly
known.
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3) Mission Command Doctrine and Decentralised Execution of Offensive Cyber
Operations
According to the Joint Doctrine on cyberspace operations, ‘The complex na-
ture of [cyber operations], where cyberspace forces can be simultaneously
providing actions at the global level and the theatre or joint operations area
level, requires adaptations to traditional C2 structures’ (Joint Chiefs of Staff,
2018). The document simultaneously emphasises that the mission command
method of ‘centralized planning with decentralized execution of operations’
also applies to cyber operations. An overview of the current planning pro-
cesses for joint offensive cyber operations suggests that it will remain fairly
centralised in the near term at the upper echelons of command (US Army
War College, 2020). This is gradually changing, however. National Security
Presidential Memorandum 13, which governs the conduct of offensive and
active defensive cyber operations under the doctrine of ‘persistent engage-
ment’ (Pomerleau, 2019c; Nakasone, 2020), is enabling a more decentralised
planning and execution of cyber operations below the strategic level (Na-
tional Security Agency, 2012). Individual service branches have also been
experimenting with the delegation of command authority to lower eche-
lons (Pomerleau, 2018). However, this likely only pertains to more limited
RF spectrum cyber operations, which would be closer to electronic warfare
operations than strategic offensive cyber operations (US Army War College,
2020). According to the MDO concept note, national- (i.e. US Cyber Com-
mand) and theatre-level offensive cyberspace operations would converge at
the corps level in the pursuit of operational and tactical objectives (TRADOC,
2018). C2 for offensive cyber operations would thus continue to reside at the
highest level of military command, for example, with the corps commander
and the geographical and functional combatant commanders (Hofer, 2019).
This could make it difficult for field commanders below to exploit opportuni-
ties in cyberspace in a degraded operational environment using the mission
command tenets should the MDO concept officially be adopted into doctrine.

B. United Kingdom

The UK’s understanding of multi-domain operations closely resembles that
of the US, though on a smaller scale. Facing greater budgetary and manpow-
er constraints, the UK has focused its efforts on the development of an ‘ag-
ile’ and ‘integrated’ cyber capability under the umbrella of what it refers to
as ‘Multi-Domain Integration’ (Ministry of Defence, 2017b; Connell, 2020;
Stronell & Gady, 2020). The British Ministry of Defence’s new Integrated
Operating Concept, unveiled in September 2020, emphasises the need for
integration across all warfighting domains at the tactical level (Ministry of
Defence, 2020a). According to the Ministry of Defence (2017a: p.1), British
‘military activities increasingly need to incorporate the often subtle and am-
biguous interplay between cyber electromagnetic and information activities
which must be integrated, as required, with kinetic effects’. British officials
have repeatedly acknowledged the challenge presented by multi-domain
operations and there is significant evidence of adaptation within the British
armed forces to the challenges presented (Carter, 2019; Sanders 2020).
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1) IoMT and AI-Enabled C2 Capability

Statements by British officials and defence research institutions have
recognised the importance both of an IoMT and Al-enabled C2 capability to
the future multi-domain battlespace, though the development of capability
appears to remain in the experimental stage in most cases (Poulter & Mackay,
2018; Royal Air Force, c.2020). There is no dedicated programme to create
a battle management system integrating the separate service branches and
their systems and platforms in an IoMT underpinned by Al-enabled C2
capability. However, the UK is in the process of developing a large-scale AI-
enabled synthetic environment in order to aid in the development of course-
of-action analysis. Such a tool could eventually evolve into an operational
tool for such an AI-enabled C2 (The Economist, 2019; Warrell, 2020).

Overall, IoMT developments appear to remain relatively fragmented and
platform-centred. One key focus is the development of the Future Combat
Air System (FCAS) system-of-systems concept, headed by BAE Systems’
Tempest, which seeks to connect sensors and shooters into an IoMT and in-
cludes the development of an ‘air combat cloud’ (Harper, 2019). In its Inte-
grated Review and Air Space Proposition, the Royal Air Force (c.2020) em-
phasises that an IoMT that fuses and distributes data across domains is at
the heart of its modernisation efforts: ‘[b]y harnessing information, fusing
data on a cross-domain network of interconnected systems, we will achieve
advantage over our adversaries and competitors’. The ‘Intelligent Ship’ pro-
grammes, funded by the UK’s defence innovation accelerator, represent an-
other example. One project aim is to ‘enable integration and application of
intelligence systems’ while another is to develop and understand how ‘com-
plex networks of humans and machines can effectively team’ (DASA, 2019).
Both objectives seek to support an Al-enabled C2 capability. The UK Strategic
Command has also championed the Integrated Warrior programme which
seeks to work with academia and industry to develop new force structures,
capabilities and new operating concepts for the future operating environ-
ment (Royal Navy, 2020).

2) Multi-Domain Formations

Three main institutional innovations characterise the UK’s response to
multi-domain operations. UK Strategic Command, established in February
2020, represents the most fundamental of these. Assuming the role of ‘de-
fence integrator’, the Command’s key innovation in relation to its predeces-
sor is its aspiration to more effectively integrate cyber and space capabilities
with the three classical warfighting domains, and to achieve seamless plan-
ning and execution of multi-domain operations at a pace that outstrips the
UK’s adversaries (Barry, 2020). Strategic Command succeeds UK Joint Forces
Command, itself established in 2012 to integrate British key strategic lev-
el military capabilities more effectively. Official statements have repeatedly
referred to the new Command as the British response to multi-domain chal-
lenges (Curtis 2019; Ministry of Defence, 2019b; 2020c; Sanders, 2020).
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The UK National Cyber Force, which combines the cyber capabilities of the
UK’s technical intelligence agency, Government Communication Headquar-
ters (GCHQ), with those of the Ministry of Defence also represents a rela-
tively new innovation which is likely to assist the UK in multi-domain op-
erations. By combining its military and intelligence cyber capabilities, the
UK hopes to attain significant agility in cyberspace operations. As such, the
role of Cyber Force is conceived very differently to that of US Cyber Com-
mand, intended to overcome inter-agency rivalry and the splintering of cy-
ber capabilities across government present in the American system. Instead,
different operations conducted by Cyber Force will fall under the purview of
either the intelligence services or the military, depending on the nature of
the operation (Stronell & Gady, 2020). Work towards the Force having first
been announced in 2018, it is likely in the process of achieving institutional
maturity, with its official inauguration likely to be announced in the coming
months (The Telegraph, 2018; Sabbagh, 2020; Stronell & Gady, 2020).

The British Army’s 6th Division, formed in August 2019, represents a third
institutional response to multi-domain operations. The division, which re-
placed the combat support Force Troops Command, has been dubbed the
British Army’s ‘hybrid warfare’ branch by the media (Sengupta, 2019). In-
tended to provide the British Army with greater capability to defeat adver-
saries both above and below the threshold of conventional conflict, press
releases describe the Division, which represents approximately one-fifth of
the UK’s Field Army, as tasked with ‘cyber, electronic warfare, intelligence,
information operations and unconventional warfare’ (Ministry of Defence,
2019b; Warfare Today, 2019). The unit also includes the British Army’s first
‘cyber regiment’, which appears to have capabilities for offensive cyber op-
erations (Chuter, 2020). It is unclear how precisely the new unit will inte-
grate with the National Cyber Force.

3) Mission Command Doctrine and Decentralised Execution of Cyber Operations
The British vision of ‘Multi-Domain Integration’ encompasses not only the
three-armed services, but allied capabilities and civilian government organ-
isations including the intelligence services. Capability integration, particu-
larly at the national level, is seen as a force multiplier (Ministry of Defence,
2020a). According to the joint British doctrine for cyber and electromagnet-
ic activities (CEMA), the British military envisions the integration of CEMA
into the wider military as part of a full-spectrum approach (Ministry of De-
fence, 2018). There has been a progressively increased doctrinal emphasis
on capability integration (including cyber and space) across the past several
editions of capstone British doctrine and the latest joint doctrine note on cy-
ber and electromagnetic activities emphasises the need for a cyber electro-
magnetic picture as part of a common operating picture to support future
military operations for combined kinetic and cyber operations (Ministry of
Defence, 2008; 2011; 2014; 2018). The UK is clearly turning its doctrinal focus
to the development of a force structure compatible with this multi-domain,
integrated operational concept (Sanders, 2020). The publication of the In-
tegrated Operating Concept 2025 sheds considerable light on how the Brit-
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ish government envisions the integration and use of UK cyber capabilities in
multi-domain operations, anticipating integration of capabilities at the tac-
tical as well as the operational level of war. The doctrine envisions an opera-
tional concept ‘integrated across all five Operational Domains [...which] will
change the way we operate and war fight and the way we develop capability’
(Ministry of Defence, 2020a).

Mission command and decentralised execution of offensive cyber strikes
were both used during operations against terrorist organisations (Blitz, 2013;
Bond, 2018; Stronell & Gady, 2020). In a concept note on future C2 design, the
Ministry of Defence (2017a: p.6) stresses that it has to meet the ‘enduring re-
quirement for mission command’. However, in a key point of departure from
US practice, British practitioners possess an engrained scepticism of the ne-
cessity of granting the autonomy to launch cyber operations to tactical-level
units. There is also an overall resistance to the tactical-strategic distinction
as regards the prosecution of cyber operations. British officials are like-
ly hopeful that an integrated national capability can provide the necessary
tactical-level support to troops on the ground while maintaining the ability
to achieve strategic effects. In keeping with longstanding British practice,
authorisation for the prosecution of cyber operations (either individually or
collectively) will likely remain with government ministers; namely, with the
Foreign Secretary in peacetime and the Secretary of State for Defence in con-
flict situations (Stronell & Gady, 2020).

C. Germany

No operating concept around multi-domain operations yet exists in the Ger-
man armed forces (Bundeswehr). The basic tenets of multi-domain opera-
tions, however, have been outlined in various official documents discussing
future warfighting and force modernisation (Kommando Heer, 2018). In-
deed, according to a Bundeswehr official, multi-domain operations are an
integral part of operational planning within the armed forces (Gady, 2020Db).
While the Bundeswehr Cyber and Information Domain Service possesses a
burgeoning offensive cyber military capability, there is little publicly avail-
able information about efforts to integrate cyber and kinetic strike capability
for high-intensity warfare.

1) IoMT and Al-enabled C2 Capability
An IoMT and Al-enabled C2 capability remain aspirational for the
Bundeswehr for the time being. While it has identified an IoMT as part of a
set of capabilities needed for generating ‘Al-supported quality data’ as part
of its digitalisation strategy for German land forces (Bundeswehr, 2020: p.2),
no funded programme has yet been established. In the near term, German
efforts (in collaboration with the Netherlands) for a new battle management
system are focused on the Tactical Edge Network (TEN) programme, which
is expected to enter service with the German Army in 2023 (Leidenberger et
al., 2020). The underlying battle control software, SitaWare Frontline, is not
Al-enabled (Defense-Aerospace, 2019). According to state-owned IT service
provider BWI, TEN will be a building block of the IoMT and a sensor-to-
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shooter concept, which will presumably include an Al-enabled C2 capability
(Leidenberger et al., 2020). It remains unclear to what degree there are
plans to integrate the Bundeswehr Cyber and Information Domain Service,
including its offensive cyber capabilities, into such an IoMT. The Bundeswehr
has historically encountered difficulties in creating a joint operating picture
across services, let alone domains (Dyson, 2011). Within the Cyber and
Information Domain Service, however, some Al-enabled operating picture
capabilities have been in development since 2016 (BWI, 2020). For the time
being, IoMT efforts appear fragmented and platform-focused. For example,
in cooperation with Spain and France, Germany is co-developing the Future
Combat Air System (FCAS), a system-of-systems (an IoMT) underpinned by
a tactical cloud, with an AI-enabled C2 capability (Gros, 2019). The FCAS is
expected to enter service in the 2040s. In cooperation with France, Germany
is also developing a Main Ground Combat System—a multiplatform concept
based on a system-of-systems architecture expected to be deployed in the
mid-2030s. Overall, there appears to be no coordinated technological-
level effort towards the integration of cyber and kinetic strike capabilities
for multi-domain operations set in a high-intensity warfighting scenario
within the Bundeswehr.

2) Multi-Domain Formations
The Bundeswehr has not established any multi-domain formations for con-
ducting offensive cyber operations, and according to the Cyber and Informa-
tion Domain Service, there are no existing plans to deploy such formations
in the future (Gady, 2020a). Germany only recently established an indepen-
dent military cyber force, the Bundeswehr Cyber and Information Domain
Service, which became operational in 2017, and is loosely modelled on US
Cyber Command and its cyber forces. The service consolidates around 14,000
civilian and military personnel divided up into various units and commands,
with the majority of formations consisting of electronic warfare and IT-sup-
port battalions. Military cyber capabilities are situated within the Centre for
Cyber Defence and Centre for Cyber Operations, which is also responsible
for conducting offensive cyber operations. The eventual manpower of these
two centres is expected to reach 600, with around 100 civilian and military
personnel assigned to the Centre for Cyber Operations (Bundesministeri-
um der Verteidigung, 2016; Gady, 2020b). The Bundeswehr intends to de-
ploy Cyber-Information-Domain (CID) teams with individual services and
units to act as liaisons and advisors to military commanders. Offensive cyber
operations, however, would still be centrally executed through the ‘Reach-
Back-Verfahren’ (reach back procedure) by the Cyber and Information Do-
main Service (Gady, 2020a). According to a statement by the German De-
fence Ministry, the main objective of offensive cyber operations will be the
attainment of ‘information dominance’ in the cyber and information spaces
to support an accelerated decision-making cycle during kinetic operations
(Bundesministerium der Verteidigung, 2017). One likely reason for the ab-
sence of multi-domain formations akin to the US Army’s cyber battalions or
the British Army’s ‘cyber regiment’ is that a Bundeswehr cyber unit would
suffer from limited utility at the outset of any high-intensity warfighting
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scenario since it would likely be legally difficult to conduct cyber preparations
of the battlespace without the direct authorisation of the German parliament
before the outbreak of hostilities (Schulze, 2020c). While under emergency
situations parliamentary consent to military operations can be given ret-
roactively (as long as this is preceded by informing select members of the
Bundestag’s Defence Committee), it is unclear whether this could apply to
cyber preparations of the battlespace, which could require many months of
runup time prior to the commencement of hostilities.

3) Mission Command Doctrine and Decentralised Execution of Offensive Cyber
Operations
Germany does not possess an official cyber military doctrine. According to
recent research, doctrinal discussions on the use of offensive cyber capa-
bilities are found in various government documents, but they are generally
vague and offer little guidance about their deployment (Schulze, 2020b). In
comparison to British and American legislative institutions, the Bundestag
enjoys extended powers over operational matters, including rules of en-
gagement and C2 (Dyson, 2011), underscoring the inhibited decision-mak-
ing autonomy of the Bundeswehr in the cyber domain. Strong civilian over-
sight also incentivises more direct control of offensive cyber operations by
higher echelons of military command within the armed forces. This stands
in tension with the Bundeswehr Networked Operational Command Doctrine
(Vernetzte Operationsfithrung), which aims to create a networked warfight-
ing approach underpinned by mission command (Bundesministerium der
Verteidigung, 2017). According to one 2011 study exploring the digitisation
of the Bundeswehr, ‘the practical experience of digitisation in exercises has
led to the temptation for commanders to involve themselves in the ‘tactical
weeds’ [and] networking has been accompanied by enhanced accountabil -
ity’. The result, according to the study, is that tactical decisions are taken
at higher echelons of command. Referring to actual operational experiences
from Afghanistan, the study further notes that ‘commanders are gathering
inappropriate levels of information and are being pulled down to the detailed
tactical level, to protect themselves from prosecution’ (Dyson, 2011: p.7).
All these factors will likely make it very difficult for German commanders
to apply mission command, seize the initiative, and exploit opportunities in
the battlespace through the combined use of kinetic and cyber capabilities
during multi-domain operations. Nonetheless, according to the Cyber and
Information Domain Service, cyber operations will be conducted by apply-
ing the tenets of mission command (Gady, 2020a). However, the service does
caution that the specific characteristics of cyber operations need to be con-
sidered.

6. IMPLICATIONS FOR NATO

The three case studies assessing technical, organisational and doctrinal re-
quirements for the effective integration of cyber and kinetic strike capabil-
ities into multi-domain operational concepts in a high-intensity conflict
yield several practical conclusions for the NATO alliance.
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Firstly, as all three case studies illustrate, the integration of cyber and ki-
netic capabilities for multi-domain operations remains largely aspirational
and at an experimental stage. Little public information exists about precise-
ly how the armed forces of the three countries would execute synchronised
cyber-kinetic strikes in a high-intensity conflict. The difficulties of effec-
tively coordinating offensive cyber-kinetic strikes during multi-domain
operations implies that they may principally be employed at the outset of a
high-intensity conflict for high-value targets such as an enemy’s national
or theatre-wide C2 networks. Another contributing factor is the ‘cold start’
problem, and the need for adequate cyber preparation of the battlespace and
possible quick depletion of cyber weapons arsenals (for example, malware
and 0-day vulnerabilities). Consequently, NATO should have an enhanced
focus during wargames and exercises on the initial stages of multi-domain
operating in a high-intensity warfighting environment, and must consider
to what degree and how offensive cyber capabilities are to be used by military
commanders (Schneider, 2017).

Secondly, NATO needs to develop its own, separate doctrine on multi-do-
main operations. The US is leading the conceptual development of multi-do-
main operations, but allies must follow suit to adapt the concept to their own
future capabilities, resources and requirements. The UK and Germany are
in the early stages of doctrinal development, though the former is at a far
more advanced stage. Nevertheless, separate national efforts will only go so
far, and may impede unity of effort. To facilitate effective integration and
interoperability between NATO member states, a clear doctrinal foundation
for multi-domain operations should be developed. This would also assist in
identifying and prioritising capability requirements among member states
for the execution of multi-domain operations. A new multi-domain doctrine
would also likely require updates to NATO’s AJP-3.20 Allied Joint Doctrine for
Cyberspace Operations (NATO, 2020). In particular, it would require revi-
sion of the Sovereign Cyber Effects Provided Voluntarily by Allies (SCEPVA)
mechanism for offensive cyber operations (ibid.; Gozdziewicz, 2019).

Thirdly, clear technical requirements and standards for a common systems
architecture that enables integration of separate battle management sys-
tems need to be established across NATO member states. Only a secure and
interconnected battle management system paired with an AI-enabled C2 ca-
pability that includes a common cyber electromagnetic picture will be able to
effectively integrate kinetic and cyber operations in a high-tempo warfight-
ing environment. Such an effort could be modelled on NATO’s Air Command
and Control System Programme, or expand on the Dutch-German TEN pro-
gramme (NATO, 2015). Different capabilities among NATO member states,
the cost associated with multi-domain C2 systems, and classification chal-
lenges encountered when operating across NATO particularly with regards
to cyber operations will make the integration of separate battle management
systems a difficult proposition. Given that multi-domain operations inher-
ently involve dependence on technological capabilities, strong AI-enabled
cyber defences across the alliance will be an absolute necessity.
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Fourthly, as the German case study clearly demonstrates, legal restrictions
and domestic political considerations could prevent the effective use of
multi-domain formations and offensive cyber operations in high-intensity
conflict. Offensive cyber operations require preparation of the battlespace,
which may be legally prohibited without a parliamentary mandate. To ef-
fectively execute synchronised operations under mission command princi-
ples would also require authorisation at lower echelons of command. Neither
Germany nor the UK, however, appear eager to decentralise decision-mak-
ing as regards the use of offensive cyber capabilities. Consequently, the alli-
ance should encourage member states to specify detailed legal requirements
for the execution of offensive cyber operations at all levels of command.
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